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Notices

NOTICES

Copyright © 2007 SurfControl plc. All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic,
mechanical, photocopying, recording, or otherwise, without the prior permission of the copyright owner.

SurfControl is a registered trademark, and SurfControl and the SurfControl logo are trademarks of SurfControl plc. All other
trademarks are property of their respective owners.

jTDS JDBC Driver for Microsoft SQL Server and Sybase
Copyright © 2004 The jTDS Project

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as
published by the Free Software Foundation; either version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

jRegistryKey - A JNI wrapper of the Windows Registry functions
Copyright (c) 2001, BEQ Technologies Inc.

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as
published by the Free Software Foundation; either version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Java implementation of MD5
Copyright (c) 1998 - 2002, Paul Johnston & Contributors. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

Neither the name of the author nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Sun JavaHelp API binaries

This product includes Sun JavaHelp API Binaries providing a full-featured, platform-independent, extensible help system. Java Help
can be obtained from http://java.sun.com/products/javahelp.

Sun JavaMail API binaries

This product includes Sun JavaMail API Binaries providing a platform-independent and protocol-independent framework to build mail
and messaging applications. JavaMail can be obtained from http://java.sun.com/products/javamail.

Xerces Java Parser 1.4.4

This Product includes software developed by the Apache Software Foundation (http://www.apache.org/)

Copyright © 2000 The Apache Software Foundation. All right reserved.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The License for Xerces Java Parser 1.4.4 can be found at: http://www.apache.org/licenses/LICENSE

Commons Logging Version 1.1

Copyright 1999-2007 The Apache Software Foundation

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific language
governing permissions and limitations under the License.

Log4J

Copyright 1999-2005 The Apache Software Foundation.

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License. You
may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific language
governing permissions and limitations under the License.

http://logging.apache.org/log4j/docs/index.html

Apache Tomcat
Copyright © 1999-2007, The Apache Software Foundation

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License.
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You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS I1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.

Quartz version 1.6

Copyright © 2004-2005, The Apache Software Foundation

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the License.
You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.

September 2007
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Comments on this Guide?

COMMENTS ON THIS GUIDE?

You can view updated documentation and support information at
http://www.surfcontrol.com

Was this guide helpful? E-mail us at documentation@surfcontrol.com to suggest changes or make a
correction.

TECHNICAL SUPPORT

For the latest support information on SurfControl products, visit
http://www.surfcontrol.com/support

You can find the following information on the Technical Support Web pages:

* Read the Top Issues — This page has a quick list that covers the most common support issues
encountered with SurfControl products.

»  Search our Knowledge Base — Our constantly updated Knowledge Base contains articles, FAQs and
glossary items to answer your questions about all SurfControl products.
http://kb.surfcontrol.com

» If your question or problem cannot be answered by the Top Issues or is not in the Knowledge Base,
complete an Online Support Request Form.

»  Telephone Support numbers — If you would like to speak with a Technical Support Representative, our
excellent SurfControl Technical Support is just a phone call away.

SURFCONTROL SALES

For product and pricing information, or to place an order, contact SurfControl. To find your nearest
SurfControl office, please visit our Website.

http://www.surfcontrol.com

iv  Starter Guide SurfControl Report Central


http://www.surfcontrol.com
http://www.surfcontrol.com/support
http://www.surfcontrol.com
http://kb.surfcontrol.com
http://kb.surfcontrol.com
http://kb.surfcontrol.com

CONTENTS

INOTICES 1utuvvteuiatetetesentrtsteses e teteteuea e tstebeses et esesenteesetasen et eseseseneaseseseneat et et et es et eaeseseneasbsea et esesenba et e b esent et esebesen et et eseneasasebeseneeesesan i

CoOmMMENTS ON ThIS GUIAE? ....euveiiieieieieieieieieieisie sttt b bbbttt et et et et ettt e bbbk et et et et et et et e st eneaeaeaencacscacas v
TECHNICAL SUPPOLE ...ttt bbb iv
SULTCONTLOL SALES ...ttt sttt ettt ettt bt et e et e s e se et e s et eaea st ebeseae st et esenene et eseseaeasesesanens iv
ADOUL REPOTE CONral ..ot bbb 2

System Requirements
Transaction Log File

InStallation INOLES ....oiiiiiiiiciiii bbb

UPEGLade Pathis ... 3

SQL Server 2005 EXPIESS ...cuviiiiiiiiieiiiiiiiiiiiic i 3
THEEOAUCHON .o ettt saes 6
Report Central for Web FIIter ... 6

Report Central for E-mail Filter
Report Central for Both Web Filter and E-mail Filter

UPGLading SRC......cocuiiiiiiiic st s 22
AULRENTICALION ..ttt 25
POSt-INStallation PLOCEAULES........cuiuiiciiececiiiciriecicieeee ettt st seees 26
POP-UP BIOCKELS .ooeiiiiiiiiici b 26
COOKIES .ot 26
Managing Database Disk SPACE ..ot 26
SRC for E-mail Filter Reports — LinKed SEIVErs .....c..ccviuiciiieiniiriciniceineeneeeeceseeeeensesesessesessessssessese e 27

SurfControl Report Central Starter Guide

\'



vi  Starter Guide SurfControl Report Central



Before You Begin

About Report Central

System Requirements



BEFORE YOU BEGIN
About Report Central

ABOUT REPORT CENTRAL

SurfControl Report Central works with SurfControl Web and E-mail Filter to generate reports on your
organization’s Internet and e-mail use. Choose from a wide range of useful pre-configured graphs and
tables, or set up your own powerful, flexible, custom reports.

SYSTEM REQUIREMENTS

To install Report Central, your server needs to meet the requirements listed in Table 1-1.

Table 1-1 Report Central - basic server requirements

Item Requirement

Operating Windows 2000 Server Service Pack 4

System Windows 2000 Advanced Server Service Pack 4
Windows Server 2003 Standard Edition Service Pack 2
Windows Server 2003 Enterprise Edition Service Pack 2

Processor Pentium Il or higher
Memory 512 MB
Disk space 1GB

To run report central on a client computer, the client needs to meet the following requirements.

Table 1-2 Report Central - basic client requirements

Requirement

Browser Internet Explorer 5.0 or later

File viewer Adobe Reader 6.0 or later to read reports in PDF format

TRANSACTION LOG FILE

The size of the SQL Server transaction log file (tempDB) increases during the filtering process. It is
recommended that you allocate 25% of the capacity of the database to this log file after you have installed
Report Central.

To allocate more disk space to this file, see Managing Database Disk Space on page 26.
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BEFORE YOU BEGIN
System Requirements

INSTALLATION NOTES

You should be aware of the following for SRC.

Server Name Syntax

If you have installed Microsoft security patch MS01 - 055 for Internet Explorer 5.5 or 6, the names of your

servers or domains must use alphanumeric characters only. Characters such as the underscore (“_") will
cause the cookie to be blocked. See Microsoft KB article 316112 for more details.

Removed Reports

For this release, the Detail report ‘Manually Categorized URL" and the VCA report have been removed. If
you are upgrading from a previous version of SRC, any existing reports that are based on these report
templates will also be removed.

UPGRADE PATHS

You can upgrade the following versions of Report Central to v2.6.1.

Table 1-3 Upgrade paths

Report Central for Web Filter

Report Central for E-mail Filter

1.5/2.0.1.10
2.0.2 2.0.2
2.0.22 2.0.22
2.0.3.6 2.03.6
25 25
26 2.6

Caution: SRC v2.6.1 only works with E-mail Filter v5.5 and later and Web Filter v5.5 and later.

SQL SERVER 2005 EXPRESS

You can install SQL Server 2005 Express if SRC cannot detect an instance of MSDE, SQL Server 2000/
2005/2005 Express. This is only available if you are upgrading to or installing a new SRC v2.6.1 for E-mail
Filter v6.0.
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INSTALLING REPORT CENTRAL
Introduction

INTRODUCTION

You can install SurfControl Report Central for either Web Filter, E-mail Filter, or both together. This chapter
details each type of installation.

Please see the SurfControl Report Central Administrator’s Guide for information on how to set up and run
reports for both Web Filter and E-mail Filter.

REPORT CENTRAL FOR WEB FILTER

To install Report Central for SurfControl Web Filter, follow Procedure 2-1.

Procedure 2-1 Installing Report Central for Web Filter

Step Action

1 Run the Report Central executable (example, |
SRC_v2601.exe) to open the Installation Wizard. Lacation ta Save Files w®
- wihere would you like to save your files? X
P
2 Select the folder in which to save the installation iz W e e s e, 1Pl s
flles Elther exist, it will be created for you,  To continue, click Mext,
Save files in folder:
¢ Click Next to save to the default folder ST ContraliRzpart Centraliversion_n_]
displayed, or change...
. Enter or change to a different folder, and then
click Next.

Installshield

< Back: I Mext > I Cancel |

3 The InstallShield Wizard extracts files and prepares 44 surfControl Report Central - Installshield Vizard B
Extracting Files L
the Setup' ! Thle ontante cf this package are being xtracted. ‘*
Note: If some files already exist on your system, &
an ‘Overwrite Protection’ pop-up message is Eeralpiilap e i i e S e e

displayed.

Reading contents of package. .,

|

InstaliShield)

< Back | [dext = | Cancel |

(Sheet 1 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

4 The Welcome screen is displayed. T
~
Cl ICk NeXt Welcome to the InstallShield Wizard for
O SurfControl Report Central
Surfcontro' The InstallShield@ ‘Wwizard will install SurfControl Report
Central on your computer. To continue, click Next,
Ada;‘lﬁr’v:‘: lrhreat
~Intelligence
Sp T e Capyright © 2003-2007 SurfCantral plc. All rights reserved.
< Back: Cancel
5 The License Agreement screen is displayed. SurfControl Repart Central x|
License Agreement »a
If you accept the terms of th_e agreement, select Pizase read the follwing fcense agreement carchuly SurfControl’
| accept the terms of the license agreement.
SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT
6 C|ICk Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE

DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
< Back New> |  Concel |
7 The Choose Destination Location screen is x|
H Choose Destination Location
d ISp|ayed - Select folder where setup wil install files. surfatrol-
TO aCCGpt the defaU|t deStInatlon for the Report Setup will install SurfContiol Report Central in the following folder.
Central fl |esi CI ICk NeXt To install to this folder, click Mext. Ta install to a different folder, click Browse and sslect

another folder

Alternatively, browse to the location where you
want the files to be installed.

8 Click Next.

Destination Folder
’VC.\F'ruglam Files\SurfContro\Repart Central Erowse.. ‘

IrstalBhield

< Back Concel |

(Sheet 2 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

9 The Select Features screen is displayed. =
. . Select Features O
To |ns.taII.Web Filter reports, you need to clea'r the Select the features setup wil nstall SurfControl’
E-mail Filter Reports check box, and then click =
Next elect the features you want to install, and deselect the features you do not want to install

Description

Repots for Web Fitsring

IrstalShield
< Back Mext > I Cancel
10 The Product Language screen is displayed. x|
Product Language o
Select a language for the SRC screens. SurfControl’

Note: These installation screens will still be in
English. The language that you select is
only for the product screens after T
installation.

Select alanguage for SRC for Wb Filter

Mate: This language iz only for the product, These installation screens will remain in English

< Back Meust > I Cancel

1" The Setup Type screen is displayed. ]
If rt datab ted with th =
you are reporting on a database created wi e surfControl
Privacy Edition of SurfControl Web Filter, you can
select this option so that user information is not
shown in reports.
Select Options
12 Click Next ( e s dertiiabl Formaor. Select ths F you Wl b reporting o a
database created with the Privacy Edition of SurfControl 'Web Filker,

IrstallShield

< Back Mext = I Cancel |

(Sheet 3 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

13 Create an account for the user who will be x|
admlnlstl’atlng Report Central Create Web Reports Administrator User 0
Enter a user name and password .
SurfControl

Enter a username and password, then confirm the

password . It is essential that you remember these details or you will not be able ko login te SurfCentrol
Report Central Weh Reparts,

Flease enter a user name and password For the Web Reports Administrator user,

Note: These details are needed the first time an
administrator logs on to Report Central. User names [omn

Passward: senee
Confirm Password: LLITT

14 Click Next.

IrstalShield
<ok [ Hots | concdl |
15 Specify the server that contains the MSDE/SQL x|
database that you Want tO report on. Select MSDE/SQL Server for Web Reports

> 1
L SurfControl
Select the authentication method that the server -

Please select the MSDESSQL Server database and authentication method,

uses. Select one of the fol |0W| ng : If you prefer to choose a database when you first run SurfCantrol Repart Central leave

the server field blank and click Nesxt.

*  Windows authentication N —
_ervenl—;[

*  SQL authentication. BT
. .  Windows
If the server uses SQL authentication, enter the s
user name and password. Wrername: - sa
Password: lm—

For details of SRC service account/SQL database

authentication combinations, see Authenticationon | "
page 25 < Back Hext> | concel

16 Click Next.

17 Select the database from the drop-down list box. In «
a default Web Filter installation using Windows Select MSDE/SQL Server Database for Web Reparts .
authentication, this will be SurfControl
SurfControl WebFilter Select the database you want SurfControl Report Central ba connect to,

If you prefer to choose a database after you have installed SurfControl Report Central,
lzave the database field blank and click Mext,

18 Click Next.

Database:

IrstallShield

< Back Mext = I Cancel |

(Sheet 4 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

19 You will then be reminded to schedule a database =
update when you have finished installing Report e et e >
Central. SurfControl
Report Central needs to update the database to Pl o can i the st il schosde e ootk
enable Dri”-DOWn Reporting and the Threat g;:ﬁevzh::.netwur traffic is light, using Report Central Configuration = Database
Dashboard to work.

See the SurfControl Report Central for Web Filter
Administrator’s Guide for information on how to

schedule a database update.

Click Next. st hield

< Back Cancel

20 Select an account for the Report Central service: =

Select account for SurfControl Report Central Service

» If the database is on the local server, you can Sun:c?ntrol'

select Local System Account.

1f you intend ko use a trusted MSDE/SQL connection you should select an administrative account
that the SurfControl Report Central Service will run as o connect to the databass.

« If the database is on a remote server, the
Local System Account option is unavailable. 1oaon
For the This Account option, enter a valid " Local System Account
Windows user name and password for the - T;‘m“‘\utm ——
server where the database is hosted.

If the database is o this server you may chaoss the local system account.

Passyord: -
Note: The remote account must be part of the Passnord Corfin:
Local Administrator group on the local S
CompUter- < Back Nesxt > I Cancel
For details of SRC service account/SQL database
authentication combinations, see Authentication on
page 25.
21 Click Next.
22 Click Install to begin copying the Report Central i
files. Ready to Install the Program

The wizard is ready to begin installation,

> )
SurfControl’

Click Install to begin the installation.

IF you want to reviews or change any of your installation settings. click Back. Click Cancel to exit
the wizard

IrstallShield

<Beck [T  Canedl |

(Sheet 5 of 6)
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INSTALLING REPORT CENTRAL
Report Central for Web Filter

Procedure 2-1 Installing Report Central for Web Filter (Continued)

Step Action

23 A Setup Status screen shows the progress of the x|
installation. Setup Status oD
. SurfControl’
Click Next.

SufContiol Report Cantralis configuring your new softwars installation

Installing

CA\Program Files\SufContiofRieport Cantraltra\lbt jar

IrstalBhield

Cancel

24 When the installation has completed, click Finish.

InstallShield Wizard Complete

The InstallShisld Wizard has successfully installed SurfContral

Surfcontrol‘ Report: Central, Click Finish to exit the wizard,

Surtportral
Adaptive Threat
~Intelligence

e S |

(Sheet 6 of 6)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

REPORT CENTRAL FOR E-MAIL FILTER

To install Report Central for SurfControl E-mail Filter, follow Procedure 2-2:

Procedure 2-2 Installing Report Central for E-mail Filter

Step Action

1 Run the Report Central executable (example, o x
SRC_v2601.exe) to open the Installation Wizard. Location to Save Files . ‘ :
wihere wald you ke ko save your Files \ .
2 Select the folder in which to save the installation Pt 5 e e e S, TSl o

exist, it will be created for you, T continue, click Next,

files. Either:
Save files in Folder:

. Click Next to save to the default folder Ci\SurfContraliReport Centraliversion_n_ri
displayed, or chang.

«  Enter or change to a different folder, and then
click Next.

InstaliShield)

< Back I [ext = I Cancel |

3 The InstallShield Wizard extracts files and prepares - 6
the setup. Extracting Files ‘
The cantents of this package are being extracted. .
Note: If some files already exist on your system, “
an ‘Overwrite Protection’ pop-up message is e s s Ly
displayed.
Reading contents of package. ..
|
Installhield
< Back: | ext > | Cancel |
4 The Welcome screen is displayed. T
~
Cl ICk NeXt Welcome to the InstallShield Wizard for
O SurfControl Report Central
SurfControl’

The Installshisld@ wizard wil install SurFControl Report
Central on your computer. To continue, cick Next.

SurfContrl
Adaptive Threat
~Intelligence

Copyright © 2003-2007 SurfCantral plc. All rights reserved.

~Back cencel |

(Sheet 1 of 5)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

5 The License Agreement screen is displayed. =
License Agreement »a
If you accept the terms of the agreement, select Please readthe following fcznse sgreement carchuly SurfControl’

| accept the terms of the license agreement.

SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT

6 C“Ck Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
< Back New> |  Concel |
7 The Choose Destination Location screen is =
H Choose Destination Location

d Isplayed . Select folder where setup wil install files. surfatrol-

TO accept the defaU|t deStInatlon for the Report Setup will install SurfContiol Report Central in the following folder.

Central files, click Next. Toidlio etk New T n o s 5 cok o o1l

another folder,

Alternatively, browse to the location where you
want the files to be installed.

Click Next.
Destination Folder
’VC.\PrUglam FilestSuriControf\Report Central Browse..
IrstalShield
< Back Concel |
8 The Select Features screen is displayed. x|
Select Features
To inste_lll E-mail Filter reports, you need to cllear the Select the features setup vil inctal Surf’gtrol'
Web Filter Reports check box, and then click po— R y -
Next elect the features you want to install, and deselect the features pou do not want to install.

['eb Filer Reports Description

% E-mail Filter Reports:

Fieports for E-mail Filkering

IrstallShield

<Back Nest> | Cancdl |

(Sheet 2 of 5)
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INSTALLING REPORT CENTRAL
Report Central for E-mail Filter

Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

9 The Product Language screen is displayed. =
Select a language for the SRC screens. Foduct Lanaog Surfatrol'

Note: These installation screens will still be in
English. The language that you select is
only for the product screens after
installation.

Select alanguage for SAC for E-mail Filter:

English =l

Mate: This language is only for the product, These installation screens will remain in English

<Back New> | [[TEancal ||

10 If no local SQL Server is detected, the Select SurfControl Report Central x|
Database Installation Options screen is displayed. R Ty

> )
SurfControl’

SufControl Fiepart Central could not detect an instance of Microsoft SOL Server, Please selecta
database option for the product installation:

Select to either:
. Install SQL 2005 Express, and then install

T 0 Ié’\uség\\ESurlEnnlhnl Hegﬂr‘l Eer\tl_a\ ldjs'ngSE!L‘ZDDS Express. This will install SOL
Report Central using this database server, or veress ol Bnk et o Emal =pets
o |nSta” Report Centl’a' us'ng an eXIStlng SQL @ Install SurfControl Report Central and use an existing SOL Server,
Server.

Note: You only need a local database server if you
are using Report Central for E-mail Filter.

IrstalShield
< Back Hext > Cancel
11 Create an account for the user who will be x|
administrating Report Central. e 1 Lo e > 1
B SurfControl

Enter a username and password, then confirm the

password . It is essential that you remember these details or you wil not be able ko login ko SurfContral
Report Central Email Reports.

Please enter a user name and passward For the Email Reports Administrator user,

Note: These details are needed the first time an
administrator logs on to Report Central. User name: [admn

Password: ssses
Confirm Password: snnee

12 Click Next.

IrstallShield

< Back Mext = I Cancel |

(Sheet 3 of 5)
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Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

13 Select an account for the Report Central service: =
. Select account for SurfControl Report Central Service fa
. If the SRC database is on the local server, you SurfControl’
can select Local System Account.
If you intend to use a trusted MSDEJSQL connection you should select an administrative account
. If the S RC database |S on a I'emote serve r’ the that the SurfContral Report Central Service will run as to connact to the database,
. . . If the database is on this server you may choose the local system accaunt.
Local System Account option is unavailable. 1oaon
For the This Account option, enter a valid % Local System Account
Windows user name and password for the - TD"m“‘\Ut ——
server where the database is hosted. s —
Note: The remote account must be part of the Pessordesf [
Local Administrator group on the local S
computer. <ok [ Wows | coen
14 Click Next.
15 Click Install to begin copying the Report Central =
flles Ready Tn Install the Pm.gram i O
The wizard is ready to begin installation. surfcontrol-

Click Install to begin the installation

IF you want to review or changs any of yaur installation sttings, clisk Back. Click Cancel to exit
the wizard.

IrstalBhield

Concel |

<Back [ instal

(Sheet 4 of 5)
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Procedure 2-2 Installing Report Central for E-mail Filter (Continued)

Step Action

16 A Setup Status screen shows the progress of the x|
installation. Setup Status oD
. SurfControl’
Click Next.

SufContiol Report Cantralis configuring your new softwars installation

Installing

CA\Program Files\SufContiofRieport Cantraltra\lbt jar

IrstalBhield

Cancel

17 When the installation has completed, click Finish.

InstallShield Wizard Complete

The InstallShisld Wizard has successfully installed SurfContral

Surfcontrol‘ Report: Central, Click Finish to exit the wizard,

Surtportral
Adaptive Threat
~Intelligence

e S |

(Sheet 5 of 5)
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REPORT CENTRAL FOR BOTH WEB FILTER AND E-MAIL
FILTER

To install SurfControl Report Central for both Web Filter and E-mail Filter at the same time, follow
Procedure 2-3

Procedure 2-3 Installing Report Central for Web and E-mail Filter

Step Action

1 Run the Report Central executable (example, o x
SRC_v2601.exe) to open the Installation Wizard. Location to Save Files . ‘ :
wihere wald you ke ko save your Files \ .
2 Select the folder in which to save the installation Pt 5 e e e S, TSl o

exist, it will be created for you, T continue, click Next,

files. Either:
Save files in Folder:

. Click Next to save to the default folder Ci\SurfContraliReport Centraliversion_n_ri
displayed, or chang.

«  Enter or change to a different folder, and then

click Next.
InstallShield
< Back I [ext = I Cancel |
3 The InstallShield Wizard extracts files and prepares | PO B L T - 6
the setup. Extracting Files ‘
The cantents of this package are being extracted. .
Note: If some files already exist on your system, “
an ‘Overwrite Protection’ pop-up message is e s s Ly
displayed.
Reading contents of package. ..
|
Installhield
< Back: | ext > | Cancel |
4 The Welcome screen is displayed. T
~
Cl ICk NeXt Welcome to the InstallShield Wizard for
O SurfControl Report Central
SurfControl’

The Installshisld@ wizard wil install SurFControl Report
Central on your computer. To continue, cick Next.

SurfContrl
Adaptive Threat
~Intelligence

Copyright © 2003-2007 SurfCantral plc. All rights reserved.

~Back cencel |

(Sheet 1 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

5 The License Agreement screen is displayed. =
License Agreement »a
If you accept the terms of the agreement, select Please readthe following fcznse sgreement carchuly SurfControl’

| accept the terms of the license agreement.

SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT

6 C“Ck Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
< Back New> |  Concel |
7 The Choose Destination Location screen is =
H Choose Destination Location

d Isplayed . Select folder where setup wil install files. surfatrol-

TO accept the defaU|t deStInatlon for the Report Setup will install SurfContiol Report Central in the following folder.

Central files, click Next. Toidlio etk New T n o s 5 cok o o1l

another folder,

Alternatively, browse to the location where you
want the files to be installed.

Click Next.
Destination Folder
’VC.\ng'am FilestSuriControf\Report Central Browse..
IrstalShield
< Back Concel |
8 The Select Features screen is displayed. x|
Select Features
To install IbOIEhNWeb Filter reports and E-mail Filter Sslect the features setup wil install Surf’coantrol-
reports’ clic eXt Select the features you want to install, and deselect the features pou do not want to install
Filter Reports Description
Mail Filter Reports FRieports for Web Filtering

IrstallShield

<Back Nest> | Cancdl |

(Sheet 2 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

9 The Product Language screen is displayed. =
Select a language for the SRC screens. Foduct Lanaog Surfatrol'

Note: These installation screens will still be in
English. The language that you select is
only for the product screens after
installation.

Select alanguage for SAC for Wb Filker and SRC for E-mail Filter:

English =l

Mate: This language iz only for the product. These installation screens will remain in English

<Back New> | [[TEancal ||

10 If no local SQL Server is detected, the Select SurfControl Report Central x|
Database Installation Options screen is displayed. R Ty

> )
SurfControl’

SufControl Fiepart Central could not detect an instance of Microsoft SOL Server, Please selecta
database option for the product installation:

Select to either:
. Install SQL 2005 Express, and then install

T 0 Ié’\uség\\ESurlEnnlhnl Hegﬂr‘l Eer\tl_a\ ldjs'ngSE!L‘ZDDS Express. This will install SOL
Report Central using this database server, or veress ol Bnk et o Emal =pets
o |nSta” Report Centl’a' us'ng an eXIStlng SQL @ Install SurfControl Report Central and use an existing SOL Server,
Server.

Note: You only need a local database server if you
are using Report Central for E-mail Filter.

IrstalShield
< Back Hext > Cancel
1 The Setup Type screen is displayed. ]
If rt datab ted the with | =
you are reporting on a database created the wi surfControl
the Privacy Edition of SurfControl Web Filter, you
can select this option so that user information is not
shown in reports.
Select Options
12 Click Next ( e s dertiiabl Formaor. Select ths F you Wl b reporting o a
database created with the Privacy Edition of SurfControl Web Filter,
IrstalShield

< Back Mext = I Cancel |

(Sheet 3 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

13 Create an account for the user who will be x|
admlnlstl’atlng Report Central Create Web and E-mail Reports Administrator User O
Enter a user name and password .
SurfControl

Enter a username and password, then confirm the

password . It is essential that you remember these details or you will not be able ko login te SurfCentrol
Report Central Web and E-mail Reparts,

Flease enter a user name and password For ths Web and E-mail Reports Administrator user,

Note: These details are needed the first time an

administrator logs on to Report Central. User names [omn
14 | Click Next. :

Confirm Password: LLITT

IrstalBhield

< Back Mext = I Cancel |

15 You will then be reminded to schedule a database =
update for Web Reports when you have finished e et e =
installing Report Central. SurfControl
Report Central needs to update the database to o i ST S o e
enable Drl”‘DOWn Reportlng and the Threat g\g:ﬁevzg::lnetwurktrafﬁc is light, using Report Central Configuration > Database

Dashboard to work.

See the SurfControl Report Central for Web Filter
Administrator’s Guide for information on how to
schedule a database update.

C“Ck NeXt IrstalShield
< Back Cancel
16 Select an account for the Report Central service: x|

Select account for SurfControl Report Central Service

. If the SRC database is on the local server, you Sun:C?ntrol'

can select Local System Account.
If you intend to use a trusted MSDEJSQL connection you should select an administrative account

° If the S RC database |S on a remote Serve r’ the that the SurfControl Report Central Service will run as to conneck to the database.
. . . IF the database is on this server you may choose the local system account.
Local System Account option is unavailable.

Log On
For the This Account option, enter a valid Lo ytan et
Windows user name and password for the I
server where the database is hosted. N— e
Note: The remote account must be part of the Passuard Carfirm:
Local Administrator group on the local R
computer. <psck [ mexts | conce

For details of SRC service account/SQL database
authentication combinations, see Authentication on
page 25.

17 Click Next.

(Sheet 4 of 5)
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Procedure 2-3 Installing Report Central for Web and E-mail Filter (Continued)

Step Action

18 Click Install to begin copying the Report Central x|
. Ready to Install the Program
files. The wizard is ready t begin instalation. Sun:c?ntrol'

Click Install to begin the installation

IF you want to review or changs any of yaur installation sttings, clisk Back. Click Cancel to exit

the wizard.
IrstalShield
<Back |{install Y Cancel
19 A Setup Status screen shows the progress of the x|
installation. Soup Stat s > 1
SurfControl

Click Next.

SufContiol Report Cantralis configuring your new softwars installation

Installing

CA\Program Files\SufContiofRieport Cantraltra\lbt jar

IrstalBhield

Cancel

20 When the installation has completed, click Finish.

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed SurfControl

Surfcontrol' Report Central, Click Finish ta exit the wizard,

(mm
Adaptive Threat
Intelligence
= P e o b Pt

“gack | Finish | Cancel |

(Sheet 5 of 5)

Database Connections

To change the account for the SRC service, or configure an SRC Web Filter or E-mail Filter database
connection after installation, see the SurfControl Report Central Administrator’s Guide, chapter
‘Configuration’, section ‘Databases’.
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UPGRADING SRC

To upgrade from an earlier version of SRC, follow Procedure 2-4

Procedure 2-4 Upgrading from an earlier version of SRC

Step Action

1 Run the Report Central executable (example, i
SRC_v2601.exe) to open the Installation Wizard. Lacation ta Save Files ‘, .

wihers would you like b save your Files?

2 Select the folder in which to save the installation Bl B e e e e, Tl e

- . exist, it wil be created for you, To continue, click Next.
files. Either:
Save files in Folder:

. Click Next to save to the default folder Ci\SurfContraliReport Centraliversion_n_ri
displayed, or chang.

«  Enter or change to a different folder, and then
click Next.

InstaliShield)

< Back I [ext = I Cancel |

3 The InstallShield Wizard extracts files and prepares

the setu p. Extracting Files
The contents of this package are being extracted,

Note: If some files already exist on your system,
an ‘Overwrite Protection’ pop-up message is e s s Ly
displayed.

Reading contents of package. .

Installshield

< Back: | ext > | Cancel |

4 The Welcome screen is displayed. T
~N

Click Next. Welcome bo the TnstallShield Wizard for

SurfControl Report Central

> 1
SurfControl
(mm‘
Adaptive Threat
~Intelligence

The Installshisld@ wizard wil install SurFControl Report
Central on your computer. To continue, cick Next.

Copyright © 2003-2007 SurfCantral plc. All rights reserved.

~Back cencel |

(Sheet 1 of 3)
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Procedure 2-4 Upgrading from an earlier version of SRC (Continued)

Step Action

5 The License Agreement screen is displayed. =
License Agreement »a
If you accept the terms of the agreement, select Please readthe following fcznse sgreement carchuly SurfControl’

| accept the terms of the license agreement.

SURFCONTROL 3
SOFTWARE LICENSE AGREEMENT

6 C“Ck Next PLEASE READ THIS CAREFULLY BEFORE YOU INSTALL THE SOFTWARE OR THE
DOCUMENTATION.

LICENSEE'S RIGHT TO USE THE SURFCONTROL PRODUCTS ARE SUBJECT TO

THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT ["AGREEMENT"]

B CLICKING ON THE "| ACCEPT" BUTTON AND USING THE SURFCOMTROL
PRODLCTS, LICENSEE 1S CONSENTING TO BE BOUMD BY THIS AGREEMENT. IF
LICENSEE DOES MOT AGREE TO ALL OF THE TERMS AND COMDITIONS OF THIS
\WGREEMENT, CLICK DN THE *| DISAGREE" BUTTON AND THE INSTALLATION j

& gecept the temms of the heense agzemen

€ | do ot accapt the terms of the license agreement

IrstalShield
<Beck [ New> | cancel |
7 The Select Features screen is displayed.
Select Features
Select or clear the product to be upgraded, and Select ths estres s2up il el Surf’atrol'

then click Next.

Select the features you want to install, and deselect the features you do not want to install

Note: If a product is not available, its check box is Descriplion |
1E-me E 53 This will upgrade the installed
not selected. vetson of SuriConirol Fzport
E:gl‘rnari g—gwad Repoits to
If a previous version of SRC of the product is R
installed, you will be asked if you want to continue e e e
with the upgrade. ey Eradte s
IrstalShield
<Back | Mews | [ Cawel |
8 The Product Language screen is displayed. The =
screen displayed depends on the products that are Hodue T nguame =
already installed. SurfControl
Select a |anguage for the SRC screens. Select a language for SREC for Wweb Fier and SRC for E-mail Fiter:
Note: These installation screens will still be in Erchoh a

English. The language that you select is
only for the product screens after
installation.

Mate: This language iz only for the product. These installation screens will remain in English

IrstalShield

<Back | New> | [TEancel |

(Sheet 2 of 3)
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Procedure 2-4 Upgrading from an earlier version of SRC (Continued)

Step Action

9 Click Install to begin copying the Report Central =
. Ready to Install the Program
files. The wizard is ready to begin installation. Sy rf%?nt rol’

Click Install to begin the installation

IF you want to review or changs any of yaur installation sttings, clisk Back. Click Cancel to exit

the wizard.
IrstalShield
<Back |{7instail Cancel
10 A Setup Status screen shows the progress of the x|
installation. Soup Stat s >
SurfControl

Click Next.

SufContiol Report Cantralis configuring your new softwars installation

Installing

CA\Program Files\SufContiofRieport Cantraltra\lbt jar

IrstalBhield

Cancel

1" When the installation has completed, click Finish.

Update Complete

The Instalshield® Wizard has updated SurfControl Report

=
Surfcontrol Certral to version 2.5

(mm
Adaptive Threat
Intelligence
7 P e 2 b ot

<gack | Finish :I Cancel |

(Sheet 3 of 3)
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AUTHENTICATION

The selection of an SRC service account and SQL database authentication must be considered together.
Table 2-1 details the possible combinations and required access rights when using SRC service accounts
(Local System Account or This Account options), and Windows or SQL database authentication.

Table 2-1 SRC service account/SQL database combinations

Database Authentication

SQL Windows

SQL Local Yes Yes (*2)

SQL Remote Yes No

Local System Account

SQL Local Yes Yes (*3)

Service Account

SQL Remote Yes Yes (*3)

—_
=
*
~
I
(7]
v
>
5l
9
=
(%]
(<]
Q.
w

This Account -

*1 — The user specified for the service must have been granted administrator rights on the SRC server.

*2 — This assumes that the local system account has access rights to the SQL server. This is the default
installation.

*3 — The user specified for the service must have been granted access rights to the SQL server.
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POST-INSTALLATION PROCEDURES

Before opening SurfControl Report Central (SRC), you need to configure your browser to allow pop-ups
and cookies from the SRC server, and you need to allocate database disk space for the tempDB file. Also,
for SRC for E-mail Filter reports, you need to assign links between the SRC server, the SRC Database
server and the E-mail Filter Database server.

POP-UP BLOCKERS

You need to configure your pop-up blocker to allow pop-ups from the Report Central server. If you are
using Internet Explorer 6.0:

1 Select Tools > Pop-up Blocker > Pop-up Blocker Settings.

2 Enter the URL of the SRC server

3 Click Add.

COOKIES

You need to set your browser to allow cookies from the Report Central server. If you are using Internet
Explorer 6.0:

1 Select Tools > Internet Options > Privacy tab > Sites.

2 Enter the URL of the SRC server.

3 Click Allow.

MANAGING DATABASE DISK SPACE

When generating reports, SQL Server can fail to execute SRC queries if the SQL Server tempDB
transaction log does not have enough disk space allocated to it. To allocate more disk space, follow
Procedure 2-5.

Procedure 2-5 Allocating disk space to the TempDB transaction log file

Step Action

1 Launch SQL Server Enterprise Manager.

2 Select TempDB from the database list.

3 Right-click TempDB, and then select Properties from the shortcut menu. The TempDB dialog box is

displayed.
4 Select the Transaction Log tab.
5 Under Space Allocated (MB), set the value to a minimum of 25% of your database size.
6 Click OK.
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SRC FOR E-MAIL FILTER REPORTS — LINKED SERVERS

When you log in to SRC for E-mail Filter for the first time, the Post Install Configuration welcome screen is
displayed. This describes the purpose of the post-installation configuration procedure.

This version of SRC copies data from an E-mail Filter database into an SRC database to increase
reporting performance and reduce the load on the E-mail Filter database. To copy the data, you need to
create a link between the SRC database server and the E-mail Filter database server. This enables the
update process to be automated while remaining secure and easy to manage.

You need to enter details in the following screens to:

+ Create a new SRC database, or register an existing SRC database.

+ Set up a linked server to copy data from the E-mail Filter database.

» Create a scheduled update task, which automates the process of updating the SRC database.

» Configure SRC database maintenance tasks, such as purging and updating.

During this procedure, SRC detects the settings of the current E-mail Filter database server. You need to

enter the details of a valid E-mail Filter database on this server to create a link between the E-mail Filter
database and the SRC database. This link enables the database update and purge tasks to work.

Caution: Initially, you must ensure that the SRC server has direct access to the E-mail Filter
Database server for validation checking (user name, password), and to check if the E-mail Filter
server contains a valid E-mail Filter database. If the SRC does not have direct access, the link
will fail.
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The following procedure is for creating a new SRC database with a link to an E-mail Filter database.

Procedure 2-6 SRC for E-mail Filter — Creating a new linked database

Step  Action

1 The first screen informs you of why you need to x|
create a new SRC database and the details that

you will need to supply.

Welcome to SurfControl Report Central v2.6.1 for E-mail Filter ¥5.5 and v6.0

This version of SurfConkrol Report Central (SRC) copies logged data from a SurfControl E-mail
Filter database inta a reporting database ta increase performance and reduce the load on the
E-mail Filter database.

4 link is needed between the SRC database server and the E-mail Filker database server. This
enables the data copy pracess to be automated while remaining secure and easy to manage.

*fou need to enter details in the Following screens ta:

# Create a new SRC database, or register an existing SRC database when re-installing.

# Create alink between the SRC and E-mail Filter database servers.

# Select which E-mail Filker database to copy data from,

# Create a scheduled update task, which automates the process of updating the SRC
database.

# Configure database maintenance tasks, such as purging,

Back | Cancel |

Java Applet Window

2 In the first Post Install Configuration screen, x|
select to:

SRC needs its own database to run E-mail Filter reports, You can either create a new SRC
database or register an existing database on the SRC database server.

*  Create a new SRC database, or

IF you are instaling SRC For the first time or upgrading from a previous version of SRC yvou will
need to create a new database. IF you are reinstalling this version of SRC and would like to

° Reg |Ster an eXIStI ng S RC database . use a previously created database use the register an existing database option,

This database will be used to contain and order
the relevant reporting data that is extracted from
one or more E-mail Filter databases. ¥ B el i

= Create new SRC database

3 Click Next

Back | Cancel |

Java Applet Window

28 Starter Guide SurfControl Report Central



INSTALLING REPORT CENTRAL

Post-Installation Procedures ﬂ

Procedure 2-6 SRC for E-mail Filter — Creating a new linked database

Step  Action

4 Enter the following information: x|
*  ADisplay Name for the SRC database — e e s vt SRC sty i b e
This is shown in the main Database i |
Connection screen in SRC. Server Namei |
+ The Server Name — The name or IP Détah:se“a“‘e’|
Authentication
address of the SRC server. A
+ Database Name — The name of the SRC 5ol
database that you are connecting to. 955’“5"‘9’:
Password:
5 Select the Authentication method for the SRC & s dofault SQL Server Fie ocations
server. " Use these specific file locations
Data File:
Note: SurfControl recommends that you use o :
WlndOWS aUthentlcatlon ° ¥ Use 551 Connection if available
If you choose SQL authentication, enter the user
. Back [exk
name and password of an account with = s
) Java Applet Wwind
administrator access to the SRC database. e
Note: A local or remote account must be part of
the Local Administrator group on the local
computer.
6 Select to use default SQL Server file locations,
or enter your preferred file locations for the Data
file and Log file.
7 If you want your SRC database to use a secure
connection, select Use SSL Connection if
available.
8 This screen is for the details of the current E-mail x|
F||ter server that Conta|ns the data to be Cop|ed SRC will c.reateahnk.between vour SRC database server and the current E-mail Filker database
server using the settings below.
. If E'ma” Fl|tel' |S InSta”ed IOCa”y, yOu are Please make sure that the names and login details are correct before continuing. You may
. . hi he default displ. if jired.
asked to check the details that are displayed rrenge the defauk dspisy name Frequte
automatlca"y |n the Display Name: and Display Mame: ISurfCUntrD\ E-mail Filker Database Server
Server Name' er|dS Server Mame: IIntthnst
) . -. .. *fou can either log in to the E-mail Filker database server using the SRC database server login
. |f E_ma” F||ter is not |nsta”ed |Oca||y’ you are details, or use the login details specific to the E-mail Filter database server.
asked to enter the details in the Display E-mal Fiter Database Server
Name: and Server Name: fields ¢ Ues rrertogh detels
" - - = Use specific login details
Login details: T
* Use current — Select this if you are using Bassword:
the SRC database server login details
specified in the previous screen.
* Use specific — Select this if you are using -
I . . Bacl i |
the specific E-mail Filter database server s
. . Java Applet Window
login details.
9 Click Next

SurfControl Report Central
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Procedure 2-6 SRC for E-mail Filter — Creating a new linked database

Step  Action

10 In the following screens, you can schedule the timing of automatic SRC database updates, and the
scheduling of archive and purge tasks for the SRC database.

11| Database updates £
Select the E-mail Filter database you would like SRC to retrieve data fram.
Select:
. ) E-mail Filter Database: IStaang j
*  The E-mail Filter database that the SRC
. . The SR database will be updated with data from the selected E-mail Filker database using
database will retrieve data from. this schedule,

Update Frequenc

(% Once per day  hour 013: minute 013:

" Every 060=— minutes

»  The frequency of the update.
Default start time = 01:01 (24 hr clock)

At this time, the Scheduler starts the
database update.

Note: SurfControl recommend that the SRC
database update is run when network
traffic is light. However, for E-mail Filter
reports it can be run regularly during the
day.

It is important that this update is run for the drill-

down reports to show accurate information. e G
Java Applet Window
12 Click Next.
13 Schedule database archive and purge tasks |
. . he schedule For the datab hi dfi ks,
Use this tab to schedule regular archiving and/or | e oo cavedpas e
purging of the SRC database. [ rchive dathase

Archive path and filename;

Archive Database — Enter the path to the
archive folder.

~Purge Databa:

Purge Database — Select the data to purge or LEuceies:e:
save. & Purge 4l

= Save todays data

Schedule Settings — To schedule the updates
that are needed for drill-down reporting.

(' Save data From the last | 030 days

[-Schedule Setting:
Enable Scheduling — If you select this check i e el

box, all other options become available. Time of ey, Hour [0 e 30
€ Every. [T Mon [T Tue [T wed [T Thu T Fri [T Sat [T 5un

Scheduler Time Settings
g £ Manthly: Day;l@ ™ End of Month

Default start time = 01:01 (24 hr clock)

At this time, the Scheduler starts the database gk | [TERE cancel
maintenance tasks. Java Appletwindow

SurfControl recommend that the database
maintenance is run when network traffic is light.

14 Click Finish.

See the SurfControl Report Central Administrator’s Guide, section ‘Databases - E-mail Filter’ for details of
configuring databases from within SRC.
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