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TECHNICAL SUPPORT

*  For the latest support information on SurfControl products, visit
http://www.surfcontrol.com/support

*  Read the Top Issues - This page has a quick list that covers the most common support issues encountered
with SurfControl products.

*  Search our Knowledge Base - our new, constantly updated Knowledge Base contains articles, FAQs and
glossary items to answer your questions about all SurfControl products.

* If your question or problem cannot be answered by the Top Issues or is not in the Knowledge Base, fill
out an Online Support Request Form.

*  Telephone Support - If you would like to speak with a Technical Support Representative, our excellent
SurfControl Technical Support is just a phone call away.

SURFCONTROL SALES

For product and pricing information, or to place an order, contact SurfControl. To find your nearest
SurfControl office, please visit our Website.

http://www.surfcontrol.com
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1 INTRODUCTION
SurfControl Web Filter for Check Point FireWall-1

SURFCONTROL WEB FILTER FOR CHECK POINT FIREWALL-1

SurfControl Web Filter for Check Point FireWall-1:
*  uses pass-through technology.

*  filters HT'TP requests.

PASS-THROUGH FILTERING TECHNOLOGY

Historically, pass-through technology was the first technology developed for Internet filtering, Filtering
software is installed on a device at the choke point for all outbound and inbound traffic. Only approved HTTP
requests are allowed to continue.

The inspection can be based on source or destination address, source or destination TCP ports. Because this
technology inspects every HTTP request, you may see increased network latency. In most cases, the
optimization of modern software and the availability of high performance hardware makes this increase
negligible.

SYSTEM REQUIREMENTS

Table 1-1 gives the minimum and recommended specifications for installing SurfControl Web Filter and
SurfControl Report Central:

Table 1-1 System Requirements

Component Minimum Recommended
Processor Intel Pentium I1I Intel Pentium IV
Memory 512 MBytes RAM 1 GByte RAM

Supported Operating Systems Windows 2000 Server

(with latest Service Packs) Windows 2000 Advanced Server
Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition
Databases (with latest Service MSDE 2000 or

Packs) Microsoft SQL Server 7 or

Microsoft SQL Server 2000

Note: SurfControl recommends that you install MSDE or
SQL Server before installing Web Filter.

Disk Space 1 GByte free 5 GBytes free
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Table 1-1 System Requirements

Component

Optional NetWare user name
support

INTRODUCTION
System Requirements

Minimum Recommended

If you plan to monitor users based on NetWare user names,
then you must install the Novell NetWare Client (version 5.x)
over IP on the Web Filter server before installing Web Filter.

Active Directory (ADS)
Microsoft NT 4 Domain Controllers

Optional Windows user name
support

If you plan to monitor users based on Windows user names,
then you must be using Microsoft NT 4 or Active Directory
domain controllers.

Web browser

Microsoft Internet Explorer Microsoft Internet Explorer
5.0 6.0

Applications

Adobe Acrobat Reader 6 or later for viewing reports in pdf
format.

Supported Check Point FireWalls

FireWall-1 NG FP3
FireWall-1 NG with Application Intelligence (R55W)
FireWall-1 NGX

SurfControl Web Filter for Check Point FireWall-1
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2 INSTALLATION DECISIONS
Introduction

INTRODUCTION

This section discusses the decisions you must make before installing SurfControl Web Filter and is divided into
the following sections:

NETWORK CONSIDERATIONS
Where to deploy Web Filter within a Check Point FireWall-1 environment.

See “Network Considerations” on page 7 for more details.

INSTALLATION CONSIDERATIONS

* Do you want to enable user name support?

*  Where do you want to install VCA?

* Do you want to install SurfControl Mobile Filter Administrator?
*  Where do you want to install SurfControl Report Central?

See “Installation Considerations” on page 8 for more details.

(®);

o =

Warning: without Report Central you will be unable to run reports.

USER NAME RESOLUTION

* How do you want Web Filter to handle user-name resolution?
*  How do you want to monitor users (IP address, workstation name, EUM, NetwareEUM)?

See “User Name Resolution” on page 10 for more details.

DATABASE OPTIONS
*  What database do you plan to use (MSDE or SQL Server)?

*  How do you want Web Filter to connect to the database (Windows or SQL authentication)?

See “Database Options” on page 14 for more details.

6 Installation Guide SurfControl Web Filter for Check Point FireWall-1
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Network Considerations

OTHER CONSIDERATIONS

¢ Content information
e Which e-mail notifications should Web Filter send?
*  What administrative privileges do you need to set up?

See “Other Considerations” on page 18 for more details.

NETWORK CONSIDERATIONS

Figure 2-1 shows where SurfControl Web Filter can be deployed when Check Point FireWall-1 is installed on a
Windows machine. If Check Point FireWall-1 is installed on a different platform, Web Filter would have to be
installed on a separate Windows machine. See “System Requirements” on page 2 for information on
supported Windows platforms and hardware requirements for Web Filter.

SurfControl Web Filter
for Check Point FireWall-1
{either on the FireVwall-1 machina

hi
/ or on a separate machine) \ :_D
—_——
S ——> =
Internet Check Polnt Hub/Switch \
FireWall-1 '“’
'-—————.f
Workstations

Figure 2-1  Sample Web Filter Deployment
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2 INSTALLATION DECISIONS
Installation Considerations

INSTALLATION CONSIDERATIONS

During installation, you can set the following options for Web Filter:
*  Enable User name Support
* Install Virtual Control Agent

* Install SurfControl Report Central

Automatically Monitor New Users

Each time Web Filter detects a request from a workstation it hasn’t seen before, it adds the workstation data to
the database and attempts to identify the real name of the workstation and the name of the user logged into
that workstation.

By choosing the Automatically Monitor New Users option during installation, Web Filter automatically
monitors HTTP traffic for all users. If unchecked, Web Filter builds a user list (for use in creating rules), but
does not monitor any users.

Enable User Name Support

/ Note: you must enable user name support if you plan to install EUM.
B

Web Filter monitors Internet usage based on user name, workstation name, or IP address. Selecting Enable
User Name Support enables monitoring by user name rather than workstation name or IP address.

Install Virtual Control Agent (VCA)

/ Note: SurfControl recommends installing the VCA onto a computer other than the Web Filter
@ server.

Web Filter offers an adaptive reasoning technology called the Virtual Control Agent (VCA). The VCA uses
artificial intelligence to re-categorize those sites currently categorized as None sites into one of SurfControl’s
47 categories. Before installation, make sure the server where the VCA is installed meets the minimum
requirements for the VCA (listed in Table 2-1).

8 Installation Guide SurfControl Web Filter for Check Point FireWall-1



INSTALLATION DECISIONS 2
Installation Considerations

Table 2-1 Minimum VCA system requirements

Component Requirement

Operating System (with latest Service Packs) Microsoft Windows 2000 Server

Microsoft Windows 2000 Advanced Server
Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition

Processor Pentium Il or above
Memory 512 MB minimum
Disk space 1 Gbyte free space

During installation, you can choose to install and register the VCA or install it for a 30-day evaluation period.

SurfControl Web Filter for Check Point FireWall-1 Installation Guide 9



2 INSTALLATION DECISIONS
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USER NAME RESOLUTION

By default, Web Filter monitors users by IP address. However, if you want to monitor users by user name, Web
Filter includes the Enterprise User Monitor (EUM) utility for resolving IP addresses to user names.
Alternatively, you may choose to monitor on Novell user names.

/ Note: Web Filter supports three monitoring methods: user name, workstation name, or IP
@ address.

SurfControl recommends monitoring by user because:

* monitoring by workstation name identifies only the machine requesting the data, not the user who
originated the request.

* monitoring by user names is more convenient in a workplace where employees share or swap machines
frequently.

* monitoring by user names allows you to filter users based on NT or NetWare Users and Groups.

* monitoring by user name makes it easier to track users that frequently log on to multiple machines.
Web Filter places data on the Monitor with the following precedence:

1 User name resolved with EUM or NetWareEUM.

2 Workstation ID.

3 IP address.

Note: the username authentication schemes supported by Check Point FireWall-1 and

L SurfControl Web Filter are mutually exclusive. Also there are some technical issues which
prevent SurfControl Web Filter from obtaining the username from the FireWall-1 over UFP.
Therefore user authentication schemes should not be enabled on the FireWall-1 (at least for
HTTP filtering) when SurfControl Web Filter is used. Currently EUM is the only available
alternative.
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INSTALLATION DECISIONS 2
User Name Resolution

EUM

By accessing Windows N'T and Windows 2000/Server 2003 security auditing data to resolve user names, EUM
gives Web Filter the ability to monitor traffic on a routed network by user name. EUM provides Web Filter
with continuous, accurate reporting of logon activity by user name.

For example, when jsmith attempts to access http://www.cnn.com, Web Filter sees jsmith’s IP address in the
HTTP request. EUM provides the missing link by receiving data from the domain controllers regarding
jsmith’s identity.

EUM on Windows NT Domain Controllers

Web Filter installs the EUM agent onto Windows NT domain controllers as a service (SurfControl User Agent
service; ScUserAgent.exe). During EUM installation, Web Filter configures N'T domain controllers to record
Successful Logons to the security log (event 528). If you make changes to this audit policy and disable event
528 logs (Successful Logon), EUM will no longer operate propetly.

Confirm that event 528 logs are enabled by performing the following:

/ Note: ensure security logs are set to overwrite as needed. Do not manually clear the security
@ logs.

1 From the Web Filter server, select Programs/Administrative Tools/User Manager for Domains from the
Start menu.

2 Select Policies then Audit. Make sure that Audit these Events is checked.

Before installation

Before installing the EUM User Agent (UA) on an NT domain controller, ensure the trust relationships are set
up for multiple domain environments (in this case, Web Filter is Trusted, all other domains are Trusting).

EUM on Windows 2000/Server 2003 domain controllers
The EUM agent installs onto Windows 2000/Setver 2003 domain controllers as a dll (ScSubAuth.dll).

When EUM is installed onto a Windows server, Web Filter uses Microsoft’s Sub-Authentication to resolve user
names. After installing EUM on a Windows domain controller, you must restart the domain controller.

SurfControl Web Filter for Check Point FireWall-1 Installation Guide 11
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INSTALLING EUM

Install EUM from the Web Filter server. During installation, Web Filter installs the EUM UA onto each
domain controller. Before installing EUM, ensure the following:

e The Web Filter server must have a static IP address.
e The installer must be logged into the Web Filter server as a user with domain administration rights.

* To install EUM automatically, Web Filter must be able to see the domains that require EUM. Make sure
the Web Filter is located in the appropriate domain.

— In a two-way trusted environment, the Web Filter server can be located in any domain.

— In a one way environment, the Web Filter server should be located in the master domain (this allows
Web Filter to see all other domains).

* For Windows NT domain controllers, make sure the security logs of all domain controllers are set to
overwrite events as needed.

* By default, EUM uses port 61695 to communicate with the Web Filter server. Perform the following steps
to change the port:

Procedure 2-1:Installing EUM

Step Action

1 Add the following key to the registry:
HKEY_LOCAL_MACHINE\SOFTWARE\VSB\SurfControlScout\ UserAgentPort

2 Add the key as a DWORD, specify a decimal value (default is 61695).
3 Stop and start the Web Filter service.
4 Update the scua.ini file on the domain controllers to reflect the port changes.

e SurfControl recommends installing EUM when there are few or no users on the network or when a forced
logoft can be scheduled.

*  During installation, you’ll be prompted to specify specific user accounts that UA should ignore; you should
only use the ignore option for accounts similar to Systems Management Server (SMS).

w Note: ignoring valid user accounts will result in incorrect identification.
i
e
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NetWare EUM

Web Filter can also monitor users by their Novell NetWare user name. The Novell version of EUM is called
NetWareEUM. NetWareEUM works in the same way as EUM. Web Filter installs a User Agent onto each
Novell NDS Tree Server.

authenticate all users on an NT or 2000 domain controller and use EUM to resolve the user

Note: Web Filter does not support Novell 4.x. If you need to resolve Novell 4.x users,
@/
names.

Before installing NetWareEUM, ensure that:

*  The latest Novell Client (with TCP/IP as the preferred protocol) is installed on the server.
*  Network is using Novell 5 or 6 over IP.

*  The Web Filter server has a static IP address.

* By default, NetWareEUM uses port 61696 to communicate with the Web Filter server. Perform the
following steps to change the port:

Procedure 2-2:Installing Netware EUM

Step Action

1 Add the following key to the registry:
HKEY_LOCAL_MACHINE\SOFTWARE\SB\SurfControl Scout\NWUserAgentPort

2 Add the key as a DWORD, specify a decimal value (default is 61696).
3 Stop and start the Web Filter service.
4 Update the scua. ini file on the NetWare server to reflect the port changes. For details about

installing the NetWare EUM User Agent (UA) see the Procedure ‘Install NetWare EUM' in the
Installation section.

* Install NetWareEUM when there are few or no users on the network or when a forced logoff can be
scheduled.

SurfControl Web Filter for Check Point FireWall-1 Installation Guide 13
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DATABASE OPTIONS

Web Filter ships with Microsoft SQL Server 2000 Desktop Engine (MSDE 2000), but can also create the data
structure in a fully-licensed version of Microsoft SQL Server 7.0 or 2000. If you plan to use a fully-licensed
version of SQL Server, make sure the software is installed and running before attempting to install Web Filter.

Using SQL Server (rather than MSDE) allows more flexibility and the ability to fine-tune database
performance. Web Filter performs equally well on either product.

Web Filter connects to the database using a fully-qualified connection string. This string contains all the details
required to connect to a database including database type, name of the server, user id, password, and database
name. Using a connection string does not require the creation of DSNs. Therefore, any Web Filter client or
server on the network can access the database without creating a link through the ODBC.

MSDE DATABASE

If you are not using a SQL Server database, you need to install MSDE. SurfControl recommends you install
MSDE before the installation of Web Filter. MSDE allows a seamless upgrade to a SQL database in the future.

/ Note: Microsoft states that the maximum size of an MSDE database is 2 GB.
4

If you install MSDE onto the Web Filter server, make sure the server meets the minimum resources listed in
Table 2-2.

Table 2-2 Minimum requirements for MSDE on SurfControl server

# Users Machine Specification

<500 Pentium IV, 2 GB RAM, 1.2 GHz processor, 10 GB hard drive
500-1000 Pentium IV, 3 GB RAM, 1.4 GHz processor, 20 GB hard drive
1000-3000 SurfControl recommends a full SQL Server installation on a dedicated server.
3000-5000 SurfControl recommends a full SQL Server installation on a dedicated server.
5000-10000 SurfControl recommends a full SQL Server installation on a dedicated server.
10000+ SurfControl recommends a full SQL Server installation on a dedicated server.
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Database Options

SQL SERVER

/ Note: SurfControl recommends installing SQL Server onto a dedicated server.
&

If you have a Microsoft SQL Server database on your network, you should plan to create the database on that
server (you can create and configure the database during the installation process).

If you plan to use a SQL Server database, but have not installed it, complete the following tasks before
installing Web Filter:

Note: install SQL Server with the default setting of case insensitivity, including case
L insensitivity for Dictionary Order. Choosing case sensitivity may cause problems when
installing Web Filter.

1 Install SQL Server on the designhated server; this can be the same machine as the Web Filter server.

2 Make sure your server has the minimum resources listed in Table 2-3.

Table 2-3 Minimum requirements for SQL server on SurfControl server

# Users Machine Specification

<500 Pentium IV, 2 GB RAM, 1.2 GHz processor, 10 GB hard drive
500-1000 Pentium IV, 3 GB RAM, 1.4 GHz processor, 20 GB hard drive
1000-3000 Pentium IV, 5 GB RAM, 1.4 GHz processor, 40 GB hard drive
3000-5000 Pentium IV, 5 GB RAM, 1.4 GHz processor, 40 GB hard drive
5000-10000 Pentium IV, 7 GB RAM, 1.8 GHz processor, 60 GB hard drive
10000+ Pentium IV, 7 GB RAM, 1.8 GHz processor, 60 GB hard drive

/ Note: there should only be one database owner (db_owner) per database.
&

3 Configure SQL Server to limit memory and processors when running both Web Filter and SQL Server on
the same computer.

Note: if you need to have multiple user accounts with database access, the other users
o should only have db_datareader and db_datawriter permissions.

SurfControl Web Filter for Check Point FireWall-1 Installation Guide 15



2 INSTALLATION DECISIONS
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Reasons to Install SQL Server on a Dedicated Server

Web Filter supports SQL Server 7.0 and 2000. You should use a fully-licensed version of SQL Server on a
dedicated server if you plan to:

*  store large amounts of data (i.e., you have a large number of users, high Internet activity, or need to retain
data for an extended period of time).

*  write data to a database that is not resident on the Web Filter server.
* use more than one Web Filter server (collectors) to consolidate data in a single database.

*  store both SurfControl Web Filter and SurfControl E-mail Filter data on the same SQL Server database.

Considerations for Large Environments

Make sure your dedicated SQL Server has the minimum resources listed in Table 2-4.

Table 2-4  Minimum SQL system requirements for large environments

# Users Machine Specification

<500 Pentium IV, 1 GB RAM, 1.2 GHz processor, 10 GB hard drive
500-1000 Pentium IV, 2 GB RAM, 1.4 GHz processor, 20 GB hard drive
1000-3000 Pentium IV, 4 GB RAM, 1.4 GHz processor, 40 GB hard drive
3000-5000 Pentium IV, 4 GB RAM, 1.4 GHz processor, 40 GB hard drive
5000-10000 Pentium IV, 6 GB RAM, 1.8 GHz processor, 60 GB hard drive
10000+ Pentium IV, 6 GB RAM, 1.8 GHz processor, 60 GB hard drive
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DATABASE AUTHENTICATION

Web Filter supports both Windows and SQL authentication. SurfControl recommends Windows
authentication because it is easier to use. With SQL authentication if a password is changed, any configured
connections would have to be re-established. With Windows authentication they would still work. This also
conforms with Microsoft’s secutity recommendations.

Windows Authentication

If you choose Windows authentication, make sure domain rights are correctly configured between the
SurfControl server and the SQL server. Also, the SurfControl installer account requires SQL Server database
creator rights.

SQL Authentication

If you choose SQL authentication, you’ll need to create a SQL Server login specifically for Web Filter. This
login is required for creating the database and should be used for all SurfControl database activities.

If you choose to connect to the SQL Server database using SQL authentication, make sure the SQL Server is
configured to support SQL Server and Windows NT authentication.

SurfControl Web Filter for Check Point FireWall-1 Installation Guide 17
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OTHER CONSIDERATIONS

This section contains general information that you should be aware of when installing Web Filter.

Content

SurfControl’s URL Category List provides the most accurate, current, and relevant content listing available.
The Category List includes:

* 47 well-organized categories.
* over 11 million sites, including nearly 2 billion web pages.
* international content, including more than 70 languages and over 200 countries.

*  daily updates (more than 45,000 new sites a week).

/ Note: use the Scheduler to create recurring Category Database Update events.
R’%

The Category List is stored in an encrypted, size-optimized Aura file called SurfControl Categories.cst.
Incremental updates (up to 60 MB) are stored in an encrypted file called SurfControl Categories.cdb. With
Web Filter, you can re-categorize sites; these updates are managed by the SurfControl Manual Categories.cdb
file. Web Filter checks the categorization files in the following order:

1 Manually-categorized (includes VCA, managed by the SurfControl Manual Categories.cdb file)
2 Incremental updates (SurfControl Categories.cdb)

3 Category List (SurfControl Categories.csf)

E-MAIL NOTIFICATIONS

Web Filter can automatically notify the system administrator when any of the following events occur:
* Service status changes - if one of the Web Filter services stops running. This is an optional notification.
*  Scheduled task failures - if a scheduled task fails to run. This is an optional notification.

* Category List License reminders - when the Category List license is close to expiring. This is an
optional notification.

*  Unregistered product reminders - when you haven’t registered the product. This is a default reminder
and will be sent if you choose to enable the feature (by identifying a mail server and recipient).

* Loss of database connectivity - when Web Filter loses communication with the database. This is a
default reminder and will be sent if you choose to enable the feature (by identifying a mail server and
recipient).

If you decide to enable this feature, you will need to know the IP address of your mail server and will need to
identify an administrator that will receive the notifications.
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If you choose not to enable this feature, then Web Filter will not send notifications for any of the events listed
above.

Administrative Privileges

You can remotely administer Web Filter by installing the Remote Administration Client. From this Client
installation you can:

view monitored traffic.

create and edit rules.

monitor traffic via the Real-Time Monitor

run reports via SurfControl Report Central (if installed).
start and stop the Web Filter Service.

set up scheduled events.

Perform database management tasks.

Before installation, make sure the remote administration computer meets the minimum requirements listed in
Table 2-5.

Table 2-5  Minimum system requirements

# Users Machine Specification

Processor Intel Pentium IlI

Memory 256 Mbytes RAM
512 Mbytes RAM recommended if you plan to install VCA or to run reports.

Operating System Windows 2000 Professional
(lncl_udlng latest Windows 2000 Server
Service Packs)

Windows 2000 Advanced Server
Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition

Windows XP
Network Ethernet card
Disk space 5 Gbyte free
Web Browser Microsoft Internet Explorer 5.0 or higher
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3 INSTALLATION
Introduction

INTRODUCTION

SurfControl recommends Web Filter in the following order:
1 If you plan to monitor NetWare user names, install the NetWare client on the Web Filter server.

2 If you are using MSDE 2000 as your database, SurfControl recommends installing MSDE ptior to
installing Web Filter.

Install the complete product on the Web Filter server.
If you plan to monitor Windows users by user name, install EUM on all domain controllers.

If you plan to monitor NetWare user names, install NetWare EUM on all NDS servers.

S S

Install the Remote Administration software and VCA, if required.

INSTALLATION PROCEDURES

This section contains the following procedures:

1 Installing MSDE (optional) - Procedure 3-1.
Installing Web Filter - Procedure 3-2.
Installing EUM (optional) - Procedure 3-3.
Installing NetWareEUM (optional) - Procedure 3-4.

2
3
4
5 Automatically loading NLM (optional) - Procedure 3-5.
6 Unloading NLM (optional) - Procedure 3-6:

7 Adding Web Filter Servers to NetWare EUM (optional) - Procedure 3-7.

8 Ignored users in NetWare EUM (optional) - Procedure 3-8.

9 Installing the Web Filter Administration client - Procedure 3-9.

10 Serializing Web Filter - Procedure 3-10.

11 Serializing the VCA - Procedure 3-11.

12 Allocating more memory to tempDB Log File for Report Central (optional) - Procedure 3-12.

13 Distributing the remote access shortcut for Report Central - Procedure 3-13.

You can cancel the installation of Web Filter at any time by clicking Cancel. You will have to re-start the
installation process if you decide to install again at a later date.
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CHANGES TO THE SERVER

Installing Web Filter makes the following changes to your server:

*  Places an icon in the system tray at startup. #®

From this icon, you can start, stop and configure the Web Filter service, and the Scheduler service.
You can also serialize the product.

If the Web Filter Service has been stopped the icon is grayed out.

In a Web Filter Remote Administration client installation the gray icon is placed in the system tray, to
indicate that the service is not running locally.

*  Adds Web Filter programs to the Start menu (Programs > SurfControl Web Filter).

*  Adds the required registry entries.

¢ Creates the SurfControl_WebFilter database.

*  Adds the following services:

Web Filter service

Scheduler service

Remote Administration service

Audit Logger service

Virtual Control Agent service (if selected during installation)

Report Central service (if selected during installation)

Procedure 3-1:Installing MSDE (optional)

Step

Action

If you plan to use an MSDE database, SurfControl recommends installing MSDE before installing Web
Filter. You can download our recommended version of MSDE at www.surfcontrol.com from the
Downloads > Free Trial of SurfControl > Web Filter menu. You will need to register first to access this

download.

2 Locate the downloaded file (setup.exe).

3 Double-click setup.exe to start the installation process.

4 If you are using SQL authentication and have chosen to set a Systems Administrator (SA) password,
enter the password when prompted.

5 Restart the computer before installing SurfControl Web Filter.
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Procedure 3-2:Installing SurfControl Web Filter
Step Action
1 Locate the downloaded SurfControl Web Filter executable file (setup.exe).
2 Double-click setup.exe to start the installation process.
3 The InstallShield Wizard loads.
4 Click Next to continue.
SurfControl Web Filter Setup screen ﬂ
>
5 Welcome to SurfControl Web Filter. SurfContrgl, *RemiSERLARE
Wekcome 1o the SuContsol Web Fiter Setup program.
Thit progeas vell notsl SurtConticl 'Web Filer on your
6 Click Next to continue. ﬁ i
) Coggright © 153863005 SustContmd ple: Al right imamived
b |
License Agreement screen ; ]
Law:enzn Agenement D
; Pesce 16ad the folrang bceras sgeement canshly SurfContral’
7 Read the License Agreement. =
EgrﬂEnS&NEEMREEMENT il
8 DO yoU agree to the terms? réﬁ);x‘ﬁurllfl“{mﬁ CAREFULLY REFORE YOU INSTALL THE SOFTWARE OR THE
. . LI IT 10 LISE THE "Ul\l'rcﬂlll'ﬂgL PRODUCTS. H‘I[ SUBJECT T-O.
*  Yes, select | accept...Click Next to continue. B O AT ST U T IR
*  No, select I disagree...Click Cancel to exit the Lnﬁ’rfé‘..b?:".‘chﬁ’o?fﬁ*c‘-{%Ehh‘r'.’&E-"ﬁu‘r‘r’b’h‘ﬁ'n”f.ﬂ".ﬁq"r‘h"&‘%.‘a'ﬁ"‘
installation process. e
Bk [ Hes | Cawel
Select Database Installation Options erccetet wes s e e ree EE R 5
Sedoc] Dalabaen Inalallobsn Oglons D
9 If you did not install MSDE before Web Filter, you can - - ‘ S fontred
now choose your database options. You can either: HHE S i P s b wa: s e o
. . . % Completn 'Web Filtes product seh MIDE 2000 bz sl intal MSDE2000|
* Install the complete product which will also install
MSDE 2000. % Compiete 'Web Fiter procuct unieg an esssting STL server,
. . . = e Filer remote
* Install the complete product using an existing SQL Jﬂ‘ 0L e
Server database.
* Install the Remote Administration version of Web — —
Filter.
Note:  if you choose to install the complete product
with MSDE, you will need to restart your
computer as part of this process.
10 Click Next to continue.

(Sheet 1 of 7)
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Procedure 3-2:Installing SurfControl Web Filter (Continued)

Step Action
Setup Type o
Selup Type D
. . . SurfContrel
11 You can install a version of Web Filter that meets = =
legislation in some European countries that forbids Soc Opters
user browsing details to be viewed without express T et s st s
management and union permission. Select this option
if you wish to use this ve.rsion of Web Filter. For more —
details see Chapter 5 - Privacy Edition of the
Administrator’s Guide.
12 Click Next to Continue.
Customer Information screen ¥
Cuastomes Inloematon D
Pheace ante your infomaion. .
13 Enter a name in the User Name field. .. AL oG
14 Enter your company’s name in the Company Name ;S::
field. Comemy Noee
| ]
Web Fitet Seial Number:
15 Enter the Serial Number for Web Filter and VCA, if I
. . VEA Senisl Number.
available. If you are evaluating the product, leave I
these blank. You have 30 days to evaluate the product. _
16 Click Next to continue.
Choose Destination Location screen 5
Chouze Destinalen Localon D
Gesbact fokder where sehus vl natal fles .
17 Select the folder where setup will install files. The sm.,..,..h_.i;.....wmun....-h.,p..“.ﬂ-.......,..Eiffmm
default is: To it o thi fokdes. chck Neot. T . chck Brosre nd reect
ot folder
C:\Program Files\SurfControl\Web Filter
Choose another location by selecting Browse and
navigating to a different location. DesionFle
C\Progiam Flet\SutContiol b Fles e |
18 Click Next to continue.
Setup Type screen s
Sntup Typn e
19 Select Complete Product. W — e
20 Click Next to continue. g

‘ard adderasbsaban of yous Intrsnsl
Azcepiable Uize Folcy,

CL N T
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Procedure 3-2:Installing SurfControl Web Filter (Continued)

Step Action

Select Server Installation Options screen 5
Swdect Setves Installation Options D
21 If you want Web Filter to attempt to resolve user srh..,Mn,_,....‘....,...‘.g...-......-m...n....h.:::f.wcrtm
names based on the requesting IP address, select Borrpten
EFUEEDNI TSR 1 i sty Skt
Enable User Name Support. [BE st i a0 o
22 If you want to install VCA onto the Web Filter server,
select Install Virtual Control Agent.
Note:  SurfControl recommends installing VCA on a
different computer than the Web Filter server. oot [Hets | Coen
23 If you want to install SurfControl Report Central, select

SurfControl Report Central. The installation of Report
Central will start automatically after Web Filter has

installed.
24 Click Next to continue.
Start Copying Files screen x
St Copgng Fies D
. . . i . Flev pettngs belors copyng s S rfcont i
25 Review your settings before starting the installation. o , : = =
fiée‘;i\;‘(ﬂw. chck Back. Il you we .‘Iﬂl&:ﬁ'ﬁe“m chek Mest b bepn
26 Click Next to continue. e .
30 Day Evalustion Copy. j
ol
initalation e
N Initshator,
Intealaton O AP Flai Gt
-
<] |
Bach M > Cancel
Setup Status screen F
Setup s -
. . . SurfContrel
27 Web Filter Setup is performing the requested s — ; < =
operations.
[ '

Notes on Database Connections:

Step 28 will not appear if MSDE has been installed with this version of Web Filter.

Step 31 will only appear if there are current Web Filter databases installed on the server.

(Sheet 3 of 7)
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Procedure 3-2:Installing SurfControl Web Filter (Continued)

Step Action

Select MSDE/SQL Server screen oo ves e e e TR o
Sedoc] MSDESSOL Sorver D :
28 From the drop-down list, choose the server where the e WMm_d_ﬂmumf:':_c:"tm‘
SQL database is running. You can also enter the name R ttet
of a server here. o ]
29 Select the Authentication method. Z“Q'[‘:
, . [———
Note:  SurfControl recommends using Windows =
authentication.
Note:  if you choose Windows authentication, both S
the Web Filter server and the SQL server must
be members of the same domain.
30 Click Next to continue.
Select MSDE/SQL Server Database screen EertEeetrl e et checa et (AR 5
Sedoc] MSDESSOL Sorver Database: D :
31 Choose the database you want to create. O E ::'r:?"tmi
Note: in most cases, you should use the default
database (SurfControl WebfFilter); you can (PR o E—
enter a new name, if necessary.
32 Click Next to continue.
cinck [“Heas | caes
33 Did you choose Windows authentication to connect to a remote SQL Server database?
If Yes go to Step 34
If No go to Step 36
Select Account for Web Filter Service Stconrat e Pt v Chede Pomt il 1 St 5
Sedoul accounl loe Web Filles Service S rfc?mr i
u [
34 Choose the domain account you want Web Filter to 5 o _
use when connecting to the remote SQL Server s R
database with Windows authentication. Yoot
- [aRezt
35 Click Next to continue. et i
Password: |
PaemordCordem [
« Bk Carenl

(Sheet 4 of 7)
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Procedure 3-2:Installing SurfControl Web Filter (Continued)

Step Action

System Administrator Notifications screen 5
Syalom Admerssiralos Holdsalions D :
36 Enter the E-mail Server name or IP address. T e ecbirda
37 Enter the Recipient Address. ‘Eﬁ::"m =t
—
38 Enter the From Address (using the default address il
supplied is suitable). — e
39 Choose the types of notification you want to receive.
I
Note:  The Network overload notifications will not
function in SurfControl Web Filter for
FireWall Check Point-1.
40 Click Next to continue.
Note:  you can change these settings following
installation from the Web Filter Service
Settings. See the Web Filter Service chapter
of the Administrator’s Guide for more details.
SurfControl Report Central installation
41 The installation of Report Central will now start.
Create Reports Administrator User Fercemransporceru 5
e mni A A
42 You need to set up an initial Report Administrator level M,ﬁ,".,_m,,.m,,....,,h...,mh.,J.m.mf::F:Tm
user for Report Central. This user can then add other il Baviemn st

users and configure Report Central to suit your

. . et rame. e
organization. ‘ =

Patwwd S
Enter a User name and a Password, which you need to o
confirm.
43 Click Next to continue. J T e (T
Select MSDE/SQL Server screen T =
Sedoct MSDE/SUL Sorver Database D
. SurfContrel
44 From the drop-down list, choose the server where the B s =
SQL database is running. You can also enter the name T e T S e e e
of a server here. o ———————]
45 Select the Authentication method. L
. ) [ —r
Note:  SurfControl recommends using Windows [ —
authentication.
<k Hiesd Cancel

if you choose Windows authentication, both
the Web Filter server and the SQL server must
be members of the same domain.

46 Click Next to Continue.

(Sheet 5 of 7)
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Procedure 3-2:Installing SurfControl Web Filter (Continued)

Step

Select

Action

MSDE/SQL Server Database screen

47 Choose the database you want to connect to.
Note:  The default database is
SurfControl WebFilter
48 Click Next to continue.

[suntcontrolt Report conral 8 x|
Sedoct MSDE/SOL Server Dakabase D
SurfContral’
e o il
S e S il
leave the database fsld Black snd chck st
Dustace | ETICTERIEGTS .

s

the appropriate Java Runtime Environment, if
it is not already installed on your computer.

Report Central Database update e 5
b =
49 For Report Central to give accurate results, its = bbb
database needs to be updated before reports are run. o adnudart et
You need to perform this from the Configuration >
Database Connections > Update Tasks tab from
Report Central following installation.
50 Click Next to continue.
cinck [THeas | caesl
51 Did you choose Windows authentication to connect to a SQL Server database?
If Yes go to Step 52.
If No go to Step 54.
Select Account for SurfControl Report Central Service Fereeanae e 5
Sedect account lor SurfConbiol Heport Central Service D
52 Choose the domain account you want Report Central _ — Suitonte
to use when connecting to the remote SQL Server 13 0 Sl o Conr e e 15 o SO
database when using Windows Authentication. S e et e
1 el Syatem Account
53 Click Next to continue. i f——
——
S ~—~,.
s
Setup Status CETrTETE— x
Selup Slalus D :
54 Report Central is performing the requested - . bl
operations.
Note:  when you log on to Report Central for the o
first time, you will be prompted to download (1111

Carcel |

(Sheet 6 of 7)
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Procedure 3-2:Installing SurfControl Web Filter (Continued)

Step Action

InstallShield Wizard Complete ricom o web e for heck romt et s £
’a InstaltShiekd Wizard Conglete
55 The installation of Web Filter is complete. SUFCONER st sttt
56 Click Finish.
Information x
1 for Catmgory
57 You are now asked to complete your registration

details for URL Category List updates.
Click OK to continue.

SurfControl Product Registration Screen

>
SurfContrel’

s P

58 Complete the fields in the form.

59 Click Register.

SurfControl Scheduler

60 You will see a dialog box informing you that a =
scheduled event has been created for your URL
Category List updates.

(Sheet 7 of 7)

Procedure 3-3:Installing EUM

Step Action

1 Make sure that the Web Filter server has a static IP address.

2 Make sure you have administrative privileges on all domain controllers where the User Agent will be
installed.

3 Make sure the Web Filter server is located in the correct domain.

4 Make sure the firewall or router allows traffic through the correct port (default is 61695).

5 For Windows NT domain controllers, make sure the security logs of the domain controllers are set to
overwrite events, as needed.

6 Perform this procedure when there are few or no users on the network, or when a forced log off
from the network can be scheduled. This ensures the fastest, most accurate detection of users.

(Sheet 1 of 3)
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Procedure 3-3:Installing EUM (Continued)

Step Action

Begin Installation

F# Install Enterprise User Monitoring

7 From the Start menu, launch EUM installation (Start > .4/ uninstall Enterprise User Moritoring
Programs > SurfControl Web Filter > Enterprise User
Monitoring > Install Enterprise User Monitoring).
SurfControl Enterprise User Monitoring Installation screen i koo U Monsorig ntaation £
8 Click Next to start the installation. %ﬁﬁﬁﬁ&ﬁg}'
A they kg in nd ol the Agert iport thss
oo i LA e
[CHets | cwen | Hs
Hostname screen T ——— 5
ket the hattname of She SutContiol conguter
9 Enter the IP address of the Web Filter server. ets a1 i
Note:  SurfControl recommends entering the IP address ]
- Pt
instead of the hostname. P
10 Enter the port the User Agent and the Web Filter service
should use to communicate (the default is 61695).
ciack [ Near | cawcel | Hew
11 Click Next to continue.
Domain List screen iconea caecrprse e monorng nstaoton £
Gralact the Domans you want to manbar
12 Select the domains you want to receive user data from.
13 Click Next to continue.
ciack [ Near | cawcel | Hew
Ignore User Accounts screen ool Evmte toe e LR S
Gelect any user acCounts you with 1o gnole
14 Select the user accounts whose log on and log off activity ”"W'ﬁ%
does not need to be reported, i.e. Systems Management £ s i
Server (SMS) and antivirus accounts. :Bm
1] barklis
15 Click Next to continue. g ome L
sk [ News | cacd | W |

(Sheet 2 of 3)
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Procedure 3-3:Installing EUM (Continued)

Step Action

Select Domain Controllers screen Serconsra o crmse e Mot oring Installation #

Felect the Doman Contiaben on which fa nital &
Ut fagar, temy chech Hret b skt e aliicn,

16 Select the domain controllers whose user’s log on and log
off activity Web Filter needs to monitor (this identifies the
domain controllers where the UA will be installed).

Note:  failure to install EUM on all domain controllers can
compromise the accuracy of user name resolution.
If a domain controller is authenticating users, but
not passing that data to Web Filter, user activity
may be recorded under another user name.

17 Click Next to continue.

18 You must restart Microsoft Windows 2000 or Windows Server 2003 domain controllers after
installing EUM. SurfControl recommends that you restart the domain controller manually.

19 You have now installed Enterprise User Monitoring.

Procedure 3-4:Installing EUM on NetWare

Step Action

1 Ensure Novell Client 32 was installed on the Web Filter server prior to Web Filter installation.
2 From the Web Filter server, log on to the Novell server with administrative rights.

3 Go to the SYS volume and create a directory (for example, nweum).

Note:  when creating the directory, use DOS8.3 naming conventions.

4 Under this directory, copy the files nweum.nlm and scua.ini from the Web Filter server (in a default
installation they are located in C:\Program Files\SurfControl\Web Filter\Netware) to the
NetWare server.

5 From the NetWare server console, load the NLM by typing:
Load sys:\nweum\nweum.nlm
then press Enter

Note:  you cannot load the NLM if a copy is already running.
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Procedure 3-5:Automatically Loading the NetWare EUM

Step Action

1 To automatically load the NetWare EUM every time the server is rebooted edit the
sys:\system\autoexec.ncf file.

2 You can edit this file using any text editor from the workstation or from the NetWare server by typing:
Load edit sys:\system\autoexec.ncf

3 Add the following line at the end of the file:
load sys:\nweum\nweum.nlm

4 Save the file.

Procedure 3-6:Unloading the NetWare EUM

Step
1

Action

From the NetWare server console, type:
unload nweum_.nlm

Procedure 3-7:Add Web Filter Servers to NetWare EUM
Step

Action

Unload the NetWare EUM as in Procedure 3-6.

Add the following details to the surfcontrol_services section of the scua. ini file

The format should be:

machine name or IP Address=Port number

Note: the default port number is 61696. 61695 is used by Win 2000/2003 EUM architecture.

Save the scua. ini file.

Re-load the NetWare EUM as in Procedure 3-5.
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Procedure 3-8:Ignored Users in NetWare EUM

Step Action

1 Unload the NetWare EUM as in Procedure 3-6.

2 Edit the [Ignored Users] section of the scua. ini file. The format for adding ignored users is as
follows:

unique_user_key=fully_qualified_username_in_the_NDS_tree
For example:

userl=admin.NW_5 1 SURF

user2=tester.accounting.NW_5_1_ SURF

3 Save the scua. ini file.

4 Re-load the NetWare EUM as in Procedure 3-5.
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Procedure 3-9:Installing the Web Filter Administration Client

Step Action
1 Locate the downloaded SurfControl Web Filter file (setup.exe).
2 Double-click setup.exe to start the installation process.
3 The InstallShield Wizard loads.
SurfControl Web Filter Setup screen %
H D . el SufControl Web Fill
4 Welcome to SurfControl Web Filter. SurfContral SE o
T mapion v s it ek PO g
5 Click Next to continue. @ e
Coggright © 153863005 SustContmd ple: Al right imamived
v |
License Agreement screen : 5
Law:enzn Agenement D
. Pesce 16ad the folrang bceras sgeement canshly SurfContral’
6 Read the License Agreement.
?UNIIINTI'IUL. = il
GOFTWARE LICENSE AGREEMINT
7 DO you agree to the terms? réﬁ);x‘ﬁurll::l“{mﬁ CAREFULLY REFORE YOU INSTALL THE SOFTWARE OR THE
LICENSEE S POGHT TO UISE THE SURFCONTRAOL PRODUCTS ARE SUBJECT TO
*  Yes, select | accept...Click Next to continue. LI NE O Tt ALTER T ST AN UShes THE SURFCITRDL
PRODUCTS. LICENSEE IS lIIHqFH[iHh_IIIH} BOUND BY THIS ﬂ(iHPF_M}NI Il_-
. NO, select | disagree"_click Cancel to exit the I'XER’r_“E‘ﬁi‘;"‘cLﬁ'oﬁ“ﬁ*c‘{%f‘shb‘r'.’:é"ﬁdr‘r"a'h‘fﬁ'n”|L.2".¥?q"r‘h"f,\'%u'o'ﬁ"’ =
installation process. e
st [Her ] e
Select Database Installation Options etCantrol s s or e rent e IS 5
Sedoc] Dalabaen Inalallobsn Oglons D
. . i . . SurfContrel’
8 Select Web Filter Remote Administration (requires a valid =

connection to a remote SQL server).

Sunll Theck 1
MSOE / SOL erver. Fisare select the reqused daisbase nstalahon ophon

ﬂ Complen Wb Fte prodhict sy MSDE 2000 s e natal MSDE 20001
AB Compieta wieh Fiis product g an ewtbng S4L server,
]
e Filer
TY | Sar server

< Bk Corenl
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Procedure 3-9:Installing the Web Filter Administration Client

Step Action

Setup Type e
p yp Selup Type D
: : : SurfControl
9 You can install a version of Web Filter that meets
legislation in some European countries that forbids user S s

i Hade use dentfabls slovnation Fiepots vll nct deplay uter delals ind vievang

browsing details to be viewed without express
management and union permission. Select this option if

you wish to use this version of Web Filter. For more details =
see Chapter 5 - Privacy Edition of the Administrator’s
Guide.
10 Click Next to Continue.
Customer Information screen 5
% 2
11 Enter a name into the User Name field. e e
12 Enter your company’s name into the Company Name Field. i
13 Enter the Serial Number for Web Filter and VCA, if e

available. If evaluating, leave these blank. You have 30 '

VA Serisl Humber:
days to evaluate the product. I
14 Click Next to continue. o |
Choose Destination Location screen 5
Chouze Destinalen Localon D
R R i Gebact okder where setug rll matall flet S I'fCOnt I
15 Select the folder where Setup will install files. The default sm.,..,..h_.i;.....umun....-h.,p...;.m.......,...im., =
is: Toiutl o k.l st Tautal . chck Browse and select
C:\Program Files\SurfControl\Web Filter.
Choose another location by selecting Browse and
navigating to a different location. DesionFle
CAPhogran Fled\SufContiohwsh Fite e |
16 Click Next to continue.
Setup Type s
Sntup Typn = :
17 Select Remote Administration. SWikonies

Chaan the sk o hal best suls yoar poeds

Daserpion

18 Click Next to Continue. e — s st

Inkissred Accepiable Use Polcy,

et be ued in conuncéion wh
Complets pioduct nitsl

cinck [“Heas | caes
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Procedure 3-9:Installing the Web Filter Administration Client

Step Action
Select Client Installation Options screen Sontrtwed e o Check ot e 1 Sek 5
Swdect Setves Installation Options D
19 If you want to install VCA, select Install Virtual Control w.,Mn,_,..._....,n.&...;.....m...,..,.h,.:::wcrtm
Agent. = [
H Fedn el ey s
20 If you want to install SurfControl Report Central, select ?&?&:&“ﬁm“
Install SurfControl Web Filter Report Central. The
installation of Report Central will start automatically after
Web Filter has installed.
21 Click Next to continue. ——
Start Copying Files screen e e e ook Po Pt S o
St Copgng Fies D
. . i i B Flev pettngs belors copyng s S rfcom I
22 Review your settings before starting the installation. i : . >
mmx«w chck B ack. | pou b satlied veth the tetings, chek Nest o bagn
23 Click Next to continue. i -
30 Day Evalustion Copy. j
ol
initalation e
New Initslston
oot
<] dj
Bach M > Cancel
Setup Status screen 5.rcoeiro web rter orCheck Pot el 1 Setip— ]
Sedup Slabus D
. . . SurfContrel
24 Web Filter is performing the requested operations. — — S = =
25
o
InstallShield Wizard Complete screen e rconrot e Fieete Chck Pene CReR S R SR 5
’a InstaltShiekd Wizard Conglete
26 Click Finish. SurfContrel S b el SusiContd Wb Fle oyt
|
27 You have successfully installed the SurfControl Web Filter Administration client.
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Procedure 3-10:Serializing SurfControl Web Filter

Step Action
1 From the status area of the task bar, right-click the Web =
Filter icon # and select About. >
SurfContrel
2 Click Serialize. o i
Smal o Evahaation Liveres |29 days vemvairag || SR i
I.mlollnl Cabeguy Databrares T‘,:umn ?ulul:lu‘w Days Hemammng
3 Enter your serial number. T |
K d e Sull
4 Click OK to continue. snpmne |
[E wokustar copy|
[ | S|
5 You have successfully serialized SurfControl Web Filter.

Procedure 3-11:Serializing the VCA

Step

Action

1 From the Start menu, launch VCA (Start > Programs >

SurfControl Web Filter > Virtual Control Agent). ﬁl
2 From anywhere on the title bar, right-click and select About

SurfControl Virtual Control Agent...
3 Click Serialize. B ho e e

>
SurfContrel’
4 Enter the serial number. T |
5 Click OK to continue. |
[ S |

6 You have successfully serialized the VCA.

38

Installation Guide

SurfControl Web Filter for Check Point FireWall-1



INSTALLATION 3
Report Central Post Installation Tasks

REPORT CENTRAL POST INSTALLATION TASKS

ENABLE HTTP ALLOW CONTENT DISPOSITION

If the Java Runtime Environment (JRE) is not installed on the Report Central Computet, the first time you log
on to Report Central, it will be downloaded from the Internet. To allow this download to take place, you need
to enable the http allow content disposition setting within Check Point FireWall-1 NGX and NG with Al

This is located in the Smart Dashboard from the Smart Dashboard Customization > Advanced
Configuration > FireWall-1 > Web Security > Security settings.

You can disable this setting once Report Central has been installed.

For Check Point FireWall-1 NG FP3, consult Check Point SecureKnowledge article sk13009.

ALLOCATING MEMORY TO THE TEMPDB TRANSACTION LOG FILE

When generating reports, SQL Server can run out of memory if the SQL Server tempDB transaction log does
not have enough memory allocated to it. To allocate more memory, follow Procedure 3-12:

Procedure 3-12;Allocate more memory to tempDB Log File

Step Action

1 Launch SQL Server Enterprise Manager.

2 Select tempDB from the database list.

3 Right-click on tempDB and select Properties from the shortcut menu. The tempDB properties dialog
box will display.

4 Select the Transaction Log tab.

5 Under Space Allocated (MB) enter a value of 15 or above.

6 Click OK to close the dialog box.

REMOTE ACCESS TO REPORT CENTRAL

Users who do not have SurfControl Report Central installed can generate reports via remote access, without
installing any software on their computers. You can give users remote access to Report Central by distributing
the hyperlink as shown in Procedure 3-13.
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3 INSTALLATION
Report Central Post Installation Tasks

SYSTEM REQUIREMENTS FOR REMOTE ACCESS

If a user wants to access Report Central remotely, their computer must meet the following system
requirements.

Table 3-1 System Requirements for Remote Access

Component Minimum Recommended

Supported Internet Explorer 5.0 Internet Explorer 6.0
Web browsers

Applications Adobe Acrobat Reader 6.0 or later to read reports in PDF format.

To distribute the remote access shortcut, follow procedure Procedure 3-13:

Procedure 3-13:Distributing the Remote Access Shortcut

Step Action

1 From the Start menu navigate to Programs > SurfControl Report Central.

2 Right-click on Web Filter 5.0 Reports or Web Filter 5.0 Reports - Secure Connection (if you want to use
Report Central via HTTPS) and select Send To from the menu.

3 Select Mail Recipient.

4 Your e-mail program (e.g. Microsoft Outlook) will open a new message. The body of the message will
contain a link to Report Central.

5 Enter the e-mail addresses of the users you want to receive the link, and send the e-mail.

6 To use Report Central, users must have the Java Runtime Environment installed on their computer. If

they do not have this component, they will be prompted to install it the first time they try to log on to
Report Central. They should accept any requests to download and install files, and choose the Typical
install option when asked.

7 Although you can send the remote access shortcut to many users at once, it is better to send it to one
user at a time, along with their user name and password. See “Setting up Users” in the Report Central
Administrator’s Guide for more details.

You will need to re-send the remote access shortcut if you edit any of the following settings on the computer
where Report Central is installed:

* IP address of host computer.
*  Tomcat Web Server Port Number.
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