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Notices
You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied.

See the License for the specific language governing permissions and limitations under the License.
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INTRODUCTION
Standalone Windows Edition1
STANDALONE WINDOWS EDITION
SurfControl Web Filter for Windows:

• Utilizes pass-by technology (no latency).

• Provides flexible deployment.

• Does not rely on existing network architecture.

• Filters all TCP based protocols.

• Is transparent to the end user.

PASS-BY FILTERING TECHNOLOGY
Protocol analyzers and network sniffers are examples of pass-by technology. Using pass-by technology, 
the software monitors the three-way handshake established by the source and destination hosts. If the 
connection triggers a set of rules (like unacceptable destination or unauthorized IP source), the filtering 
software inserts a packet into the network with all the required characteristics of the destination host. In 
other words, a packet from the filtering software appears to be from the destination host.

At the same time, the filtering software sends a packet to the destination host, mimicking the source host. 
At this point, the source and destination hosts believe they are in conversation with each other, when they 
are really communicating with the filtering software.
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INTRODUCTION
System Requirements 1
SYSTEM REQUIREMENTS
Before you start, ensure that your client and server machines meet the minimum requirements for installing 
SurfControl Web Filter and SurfControl Report Central, as listed below. Specific hardware requirements 
relating to the size of your network are listed in further detail in Deployment Scenarios on page 32.

Table 1-1  System Requirements

Component Minimum Recommended

Processor Intel Pentium III Intel Pentium IV

Memory 512 MB RAM 1 GB RAM

Supported Operating Systems 
(with latest Service Packs)

• Windows 2000 Server
• Windows 2000 Advanced Server
• Windows Server 2003 (Standard or Enterprise Edition)

Network Up to three Network Interface Cards (NICs) in promiscuous mode.

Supported database platforms 
(with latest Service Packs)

• Microsoft SQL Server Express (Requires Windows Installer 3.1 if installing 
on a Windows 2000 computer)

• Microsoft SQL Server 2000
• Microsoft SQL Server 2005
Note: SurfControl recommends that you install SQL Server Express or SQL 

Server before installing Web Filter.

Disk Space 1 GB free 5 GB free

Optional NetWare user name 
support

If you plan to monitor users based on NetWare user names, then you must install 
the Novell NetWare Client (version 5.x) over IP on the Web Filter server prior to 
installing Web Filter.

• Active Directory (ADS)
• Microsoft  NT 4 Domain Controllers

Optional Windows user name 
support

If you plan to monitor users based on Windows user names, then you must be 
using MS NT 4 or Active Directory domain controllers.

Web browser Microsoft Internet Explorer 5.0 Microsoft Internet Explorer 6.0

Applications • Adobe Acrobat Reader 6.0 for viewing reports and documentation in pdf 
format.

• VMware Server or ESX Server
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INTRODUCTION
System Requirements1
You will need additional client access licenses (CALs) for the following scenarios, if you have purchased 
SQL Server under a Server plus Device CALs, or a Server plus User CALs license model:

• A single Web Filter remote administration client is installed.

• SRC installed on a different server to Web Filter.

For more information about SQL Server CAL requirements, go to the following Microsoft pages:

http://www.microsoft.com/sql/howtobuy/default.mspx

http://www.microsoft.com/resources/sam/lic_cal.mspx#perprocessor

Note: For each additional remote administration client, an additional CAL is required.
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INSTALLATION DECISIONS
Introduction2
INTRODUCTION
There are certain decisions you must make before you start to install SurfControl Web Filter, based on the 
design of your network. 

During the Configuration Wizard part of the installation, specific information is required which relates to 
your network topology, database location and how network user names should be resolved. Therefore it is 
important to consider how you will deploy Web Filter, to enable the most effective monitoring and filtering 
solution for your environment. The following sections describe the different areas that should be 
considered before you start.

Network Considerations (page 7)

• How will you attach Web Filter to the network (hub or switch)?

• Where will you place the Web Filter server within the network?

• How many NICs does your installation require (1, 2 or 3)?

User Name Resolution (page 17)

• How do you want Web Filter to handle user name resolution?

• How do you want to monitor users (IP address, workstation name, EUM, NetwareEUM)?

Database Considerations (page 27)

• Which database platform do you plan to use (SQL Server Express or SQL Server)?

• How do you want Web Filter to connect to the database (Windows authentication or SQL 
authentication)?

Deployment Scenarios (page 32)

• How many users do you need to monitor?

• What are the recommended hardware requirements for the size of your network?

Other Considerations (page 40)

• Content information.

• Which e-mail notifications should Web Filter send?

• Do you need to install the Remote Administration Client?
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INSTALLATION DECISIONS
Network Considerations 2
NETWORK CONSIDERATIONS
SurfControl Web Filter is modular in design, which allows maximum flexibility in network configuration. The 
optimum location for the Web Filter server depends on your network’s configuration. Web Filter uses a 
sniffer engine to monitor Internet traffic. Because of this, the location of the Web Filter server is critical, as 
Web Filter can only monitor and block the Internet traffic it can see. Routers, switches, and gateways are 
all devices which may prevent Web Filter from seeing certain parts of your network, so it is important to 
understand your network architecture before installing Web Filter.

HUB VERSUS SWITCH
Since Web Filter is based on pass-by filtering technology, you must place it in a location where it can “sniff” 
the protocols you want to filter. You must decide which method is best for your network configuration.

Hub
Since hubs broadcast data to all ports, Web Filter is able to intercept the request and filter accordingly, as 
illustrated below:

Figure 2-1 Web Filter connected to a hub
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Installation Order
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