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Notices
You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied.

See the License for the specific language governing permissions and limitations under the License.
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INTRODUCTION
Standalone Windows Edition1
STANDALONE WINDOWS EDITION
SurfControl Web Filter for Windows:

• Utilizes pass-by technology (no latency).

• Provides flexible deployment.

• Does not rely on existing network architecture.

• Filters all TCP based protocols.

• Is transparent to the end user.

PASS-BY FILTERING TECHNOLOGY
Protocol analyzers and network sniffers are examples of pass-by technology. Using pass-by technology, 
the software monitors the three-way handshake established by the source and destination hosts. If the 
connection triggers a set of rules (like unacceptable destination or unauthorized IP source), the filtering 
software inserts a packet into the network with all the required characteristics of the destination host. In 
other words, a packet from the filtering software appears to be from the destination host.

At the same time, the filtering software sends a packet to the destination host, mimicking the source host. 
At this point, the source and destination hosts believe they are in conversation with each other, when they 
are really communicating with the filtering software.
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SYSTEM REQUIREMENTS
Before you start, ensure that your client and server machines meet the minimum requirements for installing 
SurfControl Web Filter and SurfControl Report Central, as listed below. Specific hardware requirements 
relating to the size of your network are listed in further detail in Deployment Scenarios on page 32.

Table 1-1  System Requirements

Component Minimum Recommended

Processor Intel Pentium III Intel Pentium IV

Memory 512 MB RAM 1 GB RAM

Supported Operating Systems 
(with latest Service Packs)

• Windows 2000 Server
• Windows 2000 Advanced Server
• Windows Server 2003 (Standard or Enterprise Edition)

Network Up to three Network Interface Cards (NICs) in promiscuous mode.

Supported database platforms 
(with latest Service Packs)

• Microsoft SQL Server Express (Requires Windows Installer 3.1 if installing 
on a Windows 2000 computer)

• Microsoft SQL Server 2000
• Microsoft SQL Server 2005
Note: SurfControl recommends that you install SQL Server Express or SQL 

Server before installing Web Filter.

Disk Space 1 GB free 5 GB free

Optional NetWare user name 
support

If you plan to monitor users based on NetWare user names, then you must install 
the Novell NetWare Client (version 5.x) over IP on the Web Filter server prior to 
installing Web Filter.

• Active Directory (ADS)
• Microsoft  NT 4 Domain Controllers

Optional Windows user name 
support

If you plan to monitor users based on Windows user names, then you must be 
using MS NT 4 or Active Directory domain controllers.

Web browser Microsoft Internet Explorer 5.0 Microsoft Internet Explorer 6.0

Applications • Adobe Acrobat Reader 6.0 for viewing reports and documentation in pdf 
format.

• VMware Server or ESX Server
SurfControl Web Filter v5.5 Starter Guide 3
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You will need additional client access licenses (CALs) for the following scenarios, if you have purchased 
SQL Server under a Server plus Device CALs, or a Server plus User CALs license model:

• A single Web Filter remote administration client is installed.

• SRC installed on a different server to Web Filter.

For more information about SQL Server CAL requirements, go to the following Microsoft pages:

http://www.microsoft.com/sql/howtobuy/default.mspx

http://www.microsoft.com/resources/sam/lic_cal.mspx#perprocessor

Note: For each additional remote administration client, an additional CAL is required.
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INTRODUCTION
There are certain decisions you must make before you start to install SurfControl Web Filter, based on the 
design of your network. 

During the Configuration Wizard part of the installation, specific information is required which relates to 
your network topology, database location and how network user names should be resolved. Therefore it is 
important to consider how you will deploy Web Filter, to enable the most effective monitoring and filtering 
solution for your environment. The following sections describe the different areas that should be 
considered before you start.

Network Considerations (page 7)

• How will you attach Web Filter to the network (hub or switch)?

• Where will you place the Web Filter server within the network?

• How many NICs does your installation require (1, 2 or 3)?

User Name Resolution (page 17)

• How do you want Web Filter to handle user name resolution?

• How do you want to monitor users (IP address, workstation name, EUM, NetwareEUM)?

Database Considerations (page 27)

• Which database platform do you plan to use (SQL Server Express or SQL Server)?

• How do you want Web Filter to connect to the database (Windows authentication or SQL 
authentication)?

Deployment Scenarios (page 32)

• How many users do you need to monitor?

• What are the recommended hardware requirements for the size of your network?

Other Considerations (page 40)

• Content information.

• Which e-mail notifications should Web Filter send?

• Do you need to install the Remote Administration Client?
6 Starter Guide SurfControl Web Filter v5.5
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NETWORK CONSIDERATIONS
SurfControl Web Filter is modular in design, which allows maximum flexibility in network configuration. The 
optimum location for the Web Filter server depends on your network’s configuration. Web Filter uses a 
sniffer engine to monitor Internet traffic. Because of this, the location of the Web Filter server is critical, as 
Web Filter can only monitor and block the Internet traffic it can see. Routers, switches, and gateways are 
all devices which may prevent Web Filter from seeing certain parts of your network, so it is important to 
understand your network architecture before installing Web Filter.

HUB VERSUS SWITCH
Since Web Filter is based on pass-by filtering technology, you must place it in a location where it can “sniff” 
the protocols you want to filter. You must decide which method is best for your network configuration.

Hub
Since hubs broadcast data to all ports, Web Filter is able to intercept the request and filter accordingly, as 
illustrated below:

Figure 2-1 Web Filter connected to a hub
SurfControl Web Filter v5.5 Starter Guide 7
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Switch
In order for Web Filter to see a request through a switch, you must setup a mirrored or spanned port 
between the port which connects the network to the Internet gateway, and the port which the Web Filter 
server is connected to. This is illustrated in the following examples:

Figure 2-2 Web Filter connected to a switch

Figure 2-3 Web Filter mirrored port connection

If your switch is uni-directional and does not allow broadcasting and monitoring on the mirrored or spanned 
port, a second NIC is required. This is explained further in Multiple NIC support on page 14.

For further information on configuring spanned ports, link to the following Knowledge Base articles at

http://kb.surfcontrol.com:
8 Starter Guide SurfControl Web Filter v5.5
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• 1194 - About Installing SurfControl Web Filter on a switch.

• 1201 - SurfControl Web Filter is installed on the destination port and cannot block traffic.

You should also consult the documentation from the manufacturer of your switch for information on setting 
up spanned ports.
SurfControl Web Filter v5.5 Starter Guide 9
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NETWORK PLACEMENT
SurfControl recommends installing Web Filter on a dedicated server. You should always place Web Filter 
in a location where it can see the traffic you want to monitor. In general, this is usually on the same switch 
or hub as the internal interface of your firewall.

Figure 2-4 Web Filter in a single-segment network

Figure 2-5 Web Filter in a multi-segment network

MULTIPLE COLLECTORS
You will need to deploy multiple Web Filter servers (called collectors) if your network:

• Has more than one Internet gateway (you need a collector at each gateway).

• Is geographically disperse (you have multiple locations around the world).

• Has more than 10,000 users accessing the Internet through a single Internet gateway (each collector 
can filter approximately 10,000 users).

Caution: In order to accurately monitor users, Web Filter should always be placed downstream 
from any proxy servers or caching devices.
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INSTALLATION DECISIONS
Network Considerations 2
In addition, if your company has locations around the globe, you may want to deploy regional collectors 
and SQL Servers for three reasons:

• Cultural and legal differences may require different rule sets.

• Language barriers may bar global rule creation.

• Local administration of international servers may be required.

Larger networks may require multiple Web Filter servers to monitor and block Internet traffic. In these 
networks, you may choose to install two Web Filter servers at the firewall or to install separate Web Filter 
servers for separate segments of the network as shown in the figures below:

Figure 2-6 Multiple collectors at the firewall

Figure 2-7 Multiple collectors for separate segments
SurfControl Web Filter v5.5 Starter Guide 11
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If your network has multiple Internet gateways, you will need to deploy at least one Web Filter server at 
each gateway. In general, a single Web Filter server can monitor and block at least 10,000 users in an 
environment where you are monitoring HTTP, HTTPS, and FTP.

The example below illustrates how Web Filter can be deployed in an enterprise network with multiple 
Internet gateways.

Figure 2-8 Web Filter in an enterprise environment

Note: The number of users that a single Web Filter server can monitor is dependent on the 
number of protocols you decide to monitor and the amount of traffic the users generate.
12 Starter Guide SurfControl Web Filter v5.5
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LOAD BALANCING
Web Filter works as a network sniffer by default, which means that all relevant TCP traffic is monitored, 
regardless of the source or destination IP address.

The Subnet feature is a simple way of partitioning traffic and sharing the load of monitoring and blocking 
across multiple collectors. This solution is effective, as Web Filter sees all traffic, but only processes the 
relevant packets. You can configure which subnets should be monitored by Web Filter during the 
configuration wizard part of the installation, which is explained in the Configuration Wizard on page 55.

The figure below illustrates how Web Filter performs load balancing by subnets.

Figure 2-9 Subnet monitoring
SurfControl Web Filter v5.5 Starter Guide 13
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MULTIPLE NIC SUPPORT
SurfControl Web Filter monitors Internet traffic by analyzing the data delivered from the spanned or 
mirrored port. Web Filter blocks traffic by inserting packets into the stream. Switches support two methods 
of spanning: uni-directional and bi-directional. A switch that supports bi-directional spans allows the 
recipient server to receive and send data through the switch.

However, a switch that only supports uni-directional spans only allows the recipient server to receive data. 
Therefore, with a uni-directional span, Web Filter is unable to block Internet access. Since some switches 
don’t support bi-directional spans, Web Filter supports multiple NICs (Network Interface Cards). In most 
cases, only two NICs are necessary: one to monitor, the other to block. Implementing Web Filter with 
multiple NICs resolves prior issues with switches that only supported one way mirroring of a port.

You can configure your Web Filter network interface cards in one of the following ways:

• Single NIC (NIC1) configuration:

– NIC1 monitors, blocks, and performs all TCP/IP related activity (for example, database queries, 
database communication, DNS queries).

– Configure this NIC to have an IP address.

– During installation, bind Web Filter to this NIC.

– This configuration requires a bi-directional span on the switch.

• Dual NIC (NIC1 and NIC2) configuration (option 1):

– NIC1 monitors and blocks Internet traffic.

– Do not configure this NIC to have an IP address. 

– During installation, bind Web Filter to this NIC.

– NIC2 performs all other TCP/IP related activity (for example, database queries, database 
communication, DNS queries).

– Configure this NIC to have an IP address.

– This configuration requires a bi-directional span on the switch.

• Dual NIC (NIC1 and NIC2) configuration (option 2):

– NIC1 monitors Internet traffic.

– Do not configure this NIC to have an IP address. 

– During installation, bind Web Filter to this NIC.

– NIC2 blocks Internet traffic and performs all other TCP/IP related activity (for example, database 
queries, database communication, DNS queries).

– Configure this NIC to have an IP address.

– This configuration requires a uni-directional span on the switch.

• Triple NIC (NIC1, NIC2, and NIC3) configuration:

– NIC1 monitors Internet traffic.
14 Starter Guide SurfControl Web Filter v5.5
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– Do not configure this NIC to have an IP address.

– During installation, bind Web Filter to this NIC.

– NIC2 blocks Internet traffic.

– Do not configure this NIC to have an IP address.

– NIC3 performs all other TCP/IP related activity (for example, database queries, database 
communication, DNS queries).

– Configure this NIC to have an IP address.

– This configuration requires a uni-directional span on the switch.

NIC TEAMING
Web Filter supports NIC teaming, which is the process of grouping together two or more physical network 
cards into one virtual network card. This improves fault tolerance in the instance where one network card 
may fail, another network card in the team will continue to transmit packets without any loss of network 
service. By adopting this method, you can also help to balance the load of network traffic on the Web Filter 
server by distributing network traffic through each network card in the team.

If you have a uni-directional switch, and therefore have to configure each network card to perform separate 
tasks of monitoring or blocking, you can only team the monitoring network cards together or the blocking 
cards together. 

For further instruction on how to setup NIC teaming on your Web Filter server, consult the documentation 
from the manufacturer of your network cards.
SurfControl Web Filter v5.5 Starter Guide 15
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FIREWALL PORT CONFIGURATION
If you are using Microsoft ISA Server as a firewall, you will need to edit your system policy to allow Web 
Filter to communicate across certain network ports. Opening up these ports at the firewall will enable you 
to use all of the available Web Filter services. Refer to the ISA Starter Guide for instructions on setting up 
ISA policy rules for Web Filter services. The table below describes which ports need to be configured at the 
firewall for each Web Filter service you want to use:

Table 2-1  Web Filter communication ports
Web Filter Service Port

Corporate Network Detection Service 51118

SMTP E-mail Notifications 25

EUM Login Agent 61695

EUM Login Agent for Netware 61696

Group enumeration in Active Directory (LDAPS) 636 

Group enumeration in Active Directory and Netware (LDAP) 389

Live Updates Allow outbound access to *.surfcontrol.com 

Real-Time Monitor 5000

Remote Administration Client (UDP) 1024 - 65535

SurfControl Report Central Allow inbound access to 8888 and/or 8443

SQL Server (Remote installations only) Allow inbound and outbound access to 1433 -1434

User Name Resolution (NetBIOS) 139 

Workstation name resolution 53

Workstation name resolution (WINS) 42
16 Starter Guide SurfControl Web Filter v5.5
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USER NAME RESOLUTION
By default, SurfControl Web Filter does not monitor user names. The Configuration Wizard enables you 
to monitor your users by name, in the following ways:

• By issuing a NetBIOS query based on the MAC address.

• By installing the supplied Enterprise User Monitoring (EUM) utility, which you can install either on 
your domain controllers, Novell NDS tree servers or via a logon program stored on your network.

SurfControl recommends monitoring by user because:

• Monitoring by workstation name only identifies the machine requesting the data, not the user who 
originated the request.

• Monitoring by user name is more convenient in a workplace where employees share or swap 
machines frequently.

• Monitoring by user name enables you to filter users based on NT Users and Groups.

• Monitoring by user name makes it easier to track users that frequently log on to multiple machines.

Web Filter displays user names with the following precedence:

1 User name resolved with NetWareEUM.

2 User name resolved with EUM.

3 User name based on NetBIOS query.

4 Workstation ID.

5 IP address.

EUM
EUM accesses Windows NT, Windows 2000 and 2003 security auditing data to resolve user names. This 
provides Web Filter with the ability to monitor traffic on a routed network by user name. EUM provides Web 
Filter with continuous, accurate reporting of logon activity by user name.

For example, when jsmith attempts to access http://www.cnn.com, Web Filter sees jsmith’s IP address in 
the HTTP request. EUM provides the missing link by receiving data from the domain controllers regarding 
jsmith’s identity.

Note: Web Filter supports three monitoring methods: user name, workstation name or IP 
address.

Note: SurfControl recommends using EUM for user name resolution.
SurfControl Web Filter v5.5 Starter Guide 17
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METHODS OF INSTALLING EUM
You can install EUM in one of two ways:

1 Install an EUM Agent on your domain controllers or Novell NetWare NDS Tree Server. 

2 Install an EUM Login Agent on your network that can monitor all users via a login script. (page 22)

Installing the EUM Agent on your Domain controllers works well in a LAN environment where all users log 
on to the Windows domain. If you do not have access to, or do not wish to install the EUM Agent on your 
domain controller, you can use the EUM Login Agent.

THE EUM AGENT ON DOMAIN CONTROLLERS
You can install the EUM Agent on domain controllers which have the following operating systems:

• Windows NT

• Windows 2000

• Windows 2003 (Standard and Enterprise)

• Windows 2003 x64 (Standard and Enterprise)

There is also a version of the EUM Agent that works with Novell NetWare. This is explained further in 
NetWareEUM on page 21.

During the installation, the configuration file scua.ini is installed into the c:\Surfcontrol User Agent folder 
on each domain controller. This file contains connection information about your Web Filter server(s) and 
identifies ignored users, which are specified during the installation. Additional domain controllers and/or 
ignored users can also be added to your EUM Agent configuration at a later date. For further details about 
installing the EUM Agent and post configuration tasks, refer to the following sections:

• Installing the EUM Agent on Domain Controllers on page 72

• Making changes to the EUM Agent configuration on page 74

EUM on Windows 2000 and 2003 Domain Controllers
Web Filter uses Microsoft’s Sub-Authentication to resolve user names on a Windows 2000 or 2003 server. 
The EUM agent is installed on to Windows 2000 and 2003 domain controllers as a file called 
ScSubAuth.dll. If you are installing EUM on to a Windows 2003 x64 operating system, the file 
ScSubAuth_AMD64.dll is loaded on to the domain controller.

EUM on Windows NT Domain Controllers
Web Filter installs the EUM User Agent (UA) on Windows NT domain controllers as a service (SurfControl 
User Agent service; ScUserAgent.exe). During EUM installation, Web Filter configures NT domain 
controllers to record Successful Logons to the security log (event 528). If you make changes to this audit 
policy and disable event 528 logs (Successful Logon), EUM will not work correctly. 
18 Starter Guide SurfControl Web Filter v5.5
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Confirm that event 528 logs are enabled by performing the following:

1 From the Web Filter server, select User Manager for Domains from the Programs > Administrative 
Tools menu.

2 From the menu, select Policies Audit. Confirm that Audit these Events is checked.

3 Ensure security logs are set to overwrite as needed. Do not manually clear the security logs.

Before Installation
Prior to installing the EUM UA on to an NT domain controller, ensure the trust relationships are set up for 
multiple domain environments.

During installation, Web Filter installs the EUM UA on to each domain controller. Before installing EUM, 
ensure the following:

• The Web Filter server must have a static IP address.

• The installer must be logged into the Web Filter server as a user with domain administration rights.

• For a successful automatic installation, Web Filter must be able to see the domains that require EUM. 
Make sure Web Filter is located in the appropriate domain.

– In a two-way trusted environment, the Web Filter server can be located in any domain.

– If a one-way model is in use, the Web Filter server should be located in the master domain 
(this enables Web Filter to see all other domains).

• For Windows NT domain controllers, make sure the security logs of all domain controllers are set to 
overwrite events as needed.

• By default, EUM uses port 61695 to communicate with the Web Filter server. Perform the following 
steps to change the port:

i Add the following key to the SurfControl registry:
HKEY_LOCAL_MACHINE\SOFTWARE\JSB\SurfControlScout\UserAgentPort

ii Add the key as a DWORD and specify a decimal value. The default is 61695.

iii Stop and start the Web Filter service.

iv Update the scua.ini file on the domain controllers to reflect the port changes.

• SurfControl recommends installing EUM when there are few or no users on the network or when a 
forced logoff can be scheduled.

Note: The trust relationship should be configured so that Web Filter is Trusted, and all other 
domains are Trusting.
SurfControl Web Filter v5.5 Starter Guide 19
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• During installation, you’ll be prompted to identify specific user accounts that UA should ignore. You 
should only use this option for accounts similar to SMS or service accounts (for example, backup.exe, 
anti-virus updates, servers).

Caution: Ignoring valid user accounts will result in mis-identification.
20 Starter Guide SurfControl Web Filter v5.5
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NETWAREEUM
Web Filter also enables you to monitor users by their Novell NetWare user name. The Novell version of 
EUM is called NetWareEUM. NetWareEUM works in the same way as EUM. Web Filter installs a User 
Agent on to each Novell NDS tree server.

Before installing NetWareEUM, ensure the following:

1 Install NetWare’s Client 32 (as Preferred TCP/IP Protocol) on to the server. SurfControl recommends 
doing this before installing Web Filter.

2 Network must be using Novell 5 or 6 over IP.

3 The Web Filter server must have a static IP address.

4 You need to manually edit the scua.ini file to add the host name or IP address and port number of 
any Web Filter servers. See Add Web Filter Servers to NetWare EUM on page 77 for more details.

5 By default, NetWareEUM uses port 61696 to communicate with the Web Filter server. Perform the 
following steps to change the port:

i Add the following key to the registry:
HKEY_LOCAL_MACHINE\SOFTWARE\JSB\SurfControlScout\NWUserAgentPort

ii Add the key as a DWORD, specify a decimal value (default is 61696).

iii Stop and start the Web Filter service.

SurfControl recommends installing NetWareEUM when there are few or no users on the network or when 
a forced logoff can be scheduled.

Ignoring Users in NetWare EUM
Users such as administrative groups, other NetWare servers or users using ZENworks need to be ignored 
by the NetWare server where Web Filter is installed. This requires the scua.ini file to be edited.

Ignoring other NetWare servers can prevent caching problems, especially when setting the Logging level 
to 2. See Logging Levels on page 22 for more details.

Caution: Web Filter does not support Novell 4.x. If you need to resolve Novell 4.x users, 
authenticate all users on an NT or 2000 domain controller and use EUM to resolve the user 
names.
SurfControl Web Filter v5.5 Starter Guide 21
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Logging Levels
A log file surflog.txt will be created and stored in the same directory as the scua.ini and nweum.nlm 
files. In a default installation this is located in: C:\Program Files\SurfControl\Web Filter\NetWare.

In the scua.ini file you can set the logging level for events to be stored in this file. The default logging 
level is 1. The levels are shown in the table below :

Table 2-2  Logging Levels

THE EUM LOGIN AGENT
The Login Agent enables you to use the EUM without having to install anything on your domain controllers. 
It works by saving a supplied program (ScEumLoginAgent.exe) and a configuration file (EumLogin.ini) to 
a location on your network that is accessible to all users. You must then perform the following steps to 
enable the login agent to work:

Installing the Login Agent on NT Domains
1 Manually configure the EumLogin.ini file.

2 Create a new log on script, or modify an existing one to call the ScEumLoginAgent.exe.

3 Use the /INTLOGOFF parameter to allow log on and log offs to be handled by the same script. See 
Configuring a Logon and Logoff Script on page 25 for more details.

Installing the Login Agent on Windows 2000 and 2003
1 Manually configure the EumLogin.ini file.

2 Create a new log on script, or modify an existing one, to call the ScEumLoginAgent.exe. See 
Configuring a Logon and Logoff Script on page 25 for more details.

3 Add traffic from the ScEumLoginAgent program as an exception to the Windows Firewall (Windows 
Server 2003 and above) that allows the ScEumLoginAgent program to operate. See Add an Exception 
to the Windows Firewall on page 26 for more details.

Login Agent Location
The Login Agent program and configuration file can be found in the following location in a default install:

C:\Program Files\SurfControl\Web Filter\EnterpriseUserMonitoring\LoginAgent

Value Logging detail

0 No logging.

1 Important events - Startup, Shutdown, Errors, connection with 
Web Filter installations, connection failures, disconnections.

2 Login events such as Ignored Users.

3 Combination of levels 1 and 2.
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INSTALLATION DECISIONS
User Name Resolution 2
The EumLogin.ini file
Below is a copy of the supplied .ini file

[Surfcontrol_Servers]

# The [Surfcontrol_Servers] section of the EumLogin.ini file is used to set the

# server names to be used for each instance  of SurfControl Web Filter.

#Servers=SERVERNAME,127.0.0.1

[SERVERNAME]

# Section name section, which specifies the SurfControl Web Filter server and its

# listening port number. The ServerName can be an IP Address or Computer Name

# value e.g. 

# Port=61695

# NetwarePort=61696

#[127.0.0.1]

#Port=61695

#NetwarePort=61696

[Continuous_Mode]

# This is the interval by which the Login EXE will send login details to SWF servers

# when in continuous mode. Value is in seconds e.g.

# Interval=900

Interval=900

[Retry_Connection]

# Number of times we will attempt to connect to SWF service e.g.

# Retry=5

Retry=5
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