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Notices

Licensed under the Apache License, Version 2.0 (the "License");

* You may not use this file except in compliance with the License.
e You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

« Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.

e See the License for the specific language governing permissions and limitations under the License.
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Comments on this Guide?

COMMENTS ON THIS GUIDE?

You can view updated documentation and support information at: http://www.surfcontrol.com

Was this guide helpful? E-mail us at documentation@surfcontrol.com to suggest changes or make a
correction.

Version 5.5

March 2007
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Technical Support

TECHNICAL SUPPORT

For the latest support information on SurfControl products, visit http://www.surfcontrol.com

» Search our Knowledge Base - Our searchable database is constantly being updated and may be the
guickest means to answering your questions regarding your SurfControl product.

* Online Support - If you do not find a satisfactory answer to your question in the documentation or the
Knowledge base, you can fill out an Online Support Request Form.

» Telephone Support - If you would like to speak to a Technical Support Representative, our excellent
SurfControl Technical Support is just a phone call away.
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SurfControl Sales

SURFCONTROL SALES

For product and pricing information, or to place an order, contact SurfControl. To find your nearest
SurfControl office, please visit our Web site: http://www.surfcontrol.com
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INTRODUCTION
1 Microsoft ISA Server Edition

MICROSOFT ISA SERVER EDITION

SurfControl Web Filter for ISA integrates fully with Microsoft ISA server, in order to prevent web based
threats. This edition of Web Filter also includes an anti-virus agent, which prevents infectious content by
filtering viruses at the Web gateway.

How WEB FILTER AND ISA SERVER INTERACT

A client makes a request via the ISA Server for the resource.

The ISA Server challenges for authentication.

The client negotiates authentication parameters and requests the resource again.
The ISA Server connects to the target server and requests the resource.

Data starts coming down from the target servers.

If the policy is set to block this request, Web Filter resets this connection mid-transmission.

N o 0o~ WN P

If the request was blocked, the denied page is returned to the user.

Depending on whether you are using ISA Server 2000, 2004 or 2006, SurfControl Web Filter has the
following features:

ISA SERVER 2000

Table 1-1 Features of SurfControl Web Filter for Microsoft ISA Server 2000

Feature Description

Quick and easy to configure The Web Filter Configuration Wizard guides you through the
configuration process, so that you can begin filtering Web content as
soon as possible.

Seamlessly integrates with ISA as an You can install Web Filter directly on to an existing ISA Server, for an
ISAPI filter easy and secure filtering solution.

Ideal for implementing Acceptable Use | It's easy to set up and maintain powerful, flexible rules that enforce your
Policies Acceptable Use Policy.

Transparent to the desktop user Users in your organization know immediately if they have browsed to a
page that breaches your Acceptable Use Policy.

ISA SERVER 2004 AND 2006

In addition to the above features, SurfControl Web Filter for ISA Server 2004 and 2006 offers the addition
of an application filter as part of the Firewall Service. This allows the management and reporting of
protocols beyond HTTP, HTTPS and FTP when using the ISA Server firewall.
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SYSTEM REQUIREMENTS

INTRODUCTION
System Requirements 1

The table below shows the minimum and recommended specifications for installing SurfControl Web Filter

and SurfControl Report Central.

Table 1-2 System Requirements

Component Minimum Recommended
Processor Intel Pentium 111 Intel Pentium IV
Memory 512 MB RAM 1 GB RAM

Supported Operating Systems (with
latest Service Packs)

¢ Windows 2000 Server

e Windows 2000 Advanced Server
*  Windows Server 2003 (Standard or Enterprise Edition)

Network

Ethernet Card.

Supported database platforms (with
latest Service Packs)

«  Microsoft SQL Server Express (Requires Windows Installer 3.1 if
installing on a Windows 2000 computer)

e Microsoft SQL Server 2000
e Microsoft SQL Server 2005

e SurfControl recommends that you install SQL Server Express or SQL
Server before you begin installing Web Filter.

Disk Space

1 GB free

5 GB free

Optional NetWare user name
support

If you plan to monitor users based on NetWare user names, then you must
install the Novell NetWare Client (version 5.x) over IP on the Web Filter
server prior to installing Web Filter.

e Active Directory (ADS)
. Microsoft NT 4 Domain Controllers

Optional Windows user name
support

If you plan to monitor users based on Windows user names, then you
must be using MS NT 4 or Active Directory domain controllers.

Microsoft ISA Server

e ISA Server 2000 (Standard or Enterprise Edition) with SP2
* ISA Server 2004 (Standard or Enterprise Edition) with SP2
e ISA Server 2006 (Standard or Enterprise Edition)

Web browser

Microsoft Internet
Explorer 5.0

Microsoft Internet Explorer 6.0

Applications

Adobe Acrobat Reader 6 or higher for viewing reports and documentation

in pdf format.

If you have purchased SQL Server under a Server plus Device CALs, or a Server plus User CALs license
model, you will need additional client access licenses (CALSs) for the following:
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1 System Requirements

e Asingle Web Filter remote administration client installed.

 SRC installed on different server to Web Filter.

W Note: For each additional remote administration client, an additional CAL is required.
e

For more information about SQL Server CAL requirements, go to the following Microsoft pages:

http://www.microsoft.com/sgl/howtobuy/default.mspx

http://www.microsoft.com/resources/sam/lic_cal.mspx#perprocessor
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INSTALLATION DECISIONS
2 Introduction

INTRODUCTION

Before you start to install Web Filter, you need to make decisions about how and where you will install the
software on your network. You will need this information when running the Configuration Wizard. See
Configuration Wizard on page 37 for more details:

NETWORK CONSIDERATIONS

How do you install Web Filter on to your ISA Server Network?

See Network Considerations on page 7 for more details.

USER NAME RESOLUTION
* How do you want Web Filter to handle user name resolution?

* How do you want to monitor users (IP address, workstation name, EUM, NetWareEUM, EUM Login
Agent)?

See User Name Resolution on page 8 for more details.

DATABASE OPTIONS
* What database platform do you plan to use (SQL Server Express or SQL Server)?

 How do you want Web Filter to connect to the database (Windows authentication or SQL
authentication)?

See Database Considerations on page 18 for more details.

OTHER CONSIDERATIONS

* Content information
*  Which e-mail notifications should Web Filter send?

e Do you need to install the Remote Administration Client?

See Other Considerations on page 22 for more details.
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NETWORK CONSIDERATIONS
Network Considerations 2

NETWORK CONSIDERATIONS

Web Filter must be installed on the external ISA server. You do not need to install Web Filter on internal
ISA servers.

If you have multiple external ISA servers, contact technical support for assistance in deploying Web Filter.
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2 User Name Resolution

USER NAME RESOLUTION

By default, SurfControl Web Filter doesn’t monitor user names. The Configuration Wizard enables you to
monitor your users by name, in the following ways:

* By installing the supplied Enterprise User Monitor (EUM) utility, which you can install either on your
domain controllers, Novell NDS tree servers or via a log in program stored on your network.

» By issuing a NetBIOS query based on the MAC address.

You can also use ISA Server to authenticate user names. ISA Server Authentication is the preferred

method if monitoring traffic from firewall clients. This also prevents having to install EUM on all your domain
controllers.

/ Note: Web Filter supports three monitoring methods: user name, workstation name or IP
% address.

SurfControl recommends monitoring by user because:
* Monitoring by workstation name only identifies the machine requesting the data, not the user who
originated the request.

» Monitoring by user name is more convenient in a workplace where employees share or swap
machines frequently.

* Monitoring by user name enables you to filter users based on NT Users and Groups.

* Monitoring by user name makes it easier to track users that frequently login to multiple machines.

Web Filter places data on the Monitor with the following precedence:

1 User name resolved with NetWareEUM.
2 User name resolved with EUM.

3 User name based on NetBIOS query.

4  Workstation ID.

5 IP address.

EUM

EUM accesses Windows NT, Windows 2000 and 2003 security auditing data to resolve user names. This
provides Web Filter with the ability to monitor traffic on a routed network by user name. EUM provides Web
Filter with continuous, accurate reporting of logon activity by user name.

/ Note: SurfControl recommends using EUM for user name resolution.
e
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